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Preliminaries

This presentation is similar to any other legal education 
materials designed to provide general information on 
pertinent legal topics. The statements made as part of the 
presentation are provided for educational purposes only. 
They do not constitute legal advice nor do they necessarily 
reflect the views of Holland & Hart LLP or any of its 
attorneys other than the speaker. This presentation is not 
intended to create an attorney-client relationship between 
you and Holland & Hart LLP. If you have specific questions 
as to the application of law to your activities, you should 
seek the advice of your legal counsel.



Overview

Kim Stanger
• Relevant rules that apply to 

texts or e-mails:
– To patients.
– To other providers.
– To others

• Texting orders
• Risk management issues

Bo Ferger
• Technical issues
• What to look for in a compliant 

solution



Preliminaries

• Submit questions via chat feature or directly to 
kcstanger@hollandhart.com.

• The session will be recorded and available for 
download at 
http://www.hhhealthlawblog.com/webinar-
recordings-and-presentations. 



Written Materials
• H&H Client Alert, HIPAA, E-mails and Texts
• HHS, Individual’s Right Under HIPAA to Access Their 

Protected Health Information (6/16)
• HHS, Omnibus Rule Commentary, 78 FR 5634 

(1/25/13)
• Joint Commission, “Use of Secure Text Messaging for 

Patient Care Orders Is Not Acceptable,” The Joint 
Commission Perspectives (12/16)

• CMS S&C Letter 18-10-ALL (12/28/17)
• AMA Guidelines for Patient-Physician E-Mail and Text 

Messaging



Preliminaries

• We will focus on HIPAA and CMS rules.
• Other rules may apply depending on your 

circumstances.
– Federal laws or regulations
– State laws or regulations
– Contract requirements
– Accreditation requirements

• Additional risk management issues should be 
considered.



To Text or Not to Text

Pros
• Common means of 

communication
• Available anywhere (so long as 

sender has a smartphone)
• Instantaneous
• Avoids phone tag
• Likely to reach recipient
• Providers generally want it to 

make their life easier

Cons
• Subject to errors in text.
• Subject to misinterpretation.
• Not in medical record.
• May be sent to wrong recipient.
• Cannot authenticate recipient.
• May not be able to confirm 

receipt.
• Receipt may be delayed.
• May be stored on unsecure device.
• May be stored on server.
• Regulatory risks



Health Insurance Portability and 
Accountability Act (“HIPAA”)



Entities Subject to HIPAA

• Covered entities
– Health care providers who engage in certain electronic 

transactions.
– Health plans, including employee group health plans if:

• 50 or more participants; or
• Administered by third party (e.g., TPA or insurer).

– Health care clearinghouses.
• Business associates of covered entities

– Entities with whom you share PHI to perform services on your 
behalf.

(45 CFR 160.103)



Protected Health Information

• Protected health info (“PHI”) =
– Individually identifiable health info, i.e., info that could 

be used to identify individual.
– Concerns physical or mental health, health care, or 

payment.
– Created or received by covered entity in its capacity as a 

healthcare provider.
– Maintained in any form or medium, e.g., oral, paper, 

electronic, images, etc.
(45 CFR 160.103)



Protected Health Info
• To de-identify PHI, must remove certain identifiers, e.g., 

– Names
– Physical address 
– Birth date, admission date, discharge date, date of death, etc. 
– Telephone numbers
– E-mail mail addresses
– Social security numbers
– Medical record numbers
– Account numbers
– Device identifiers and serial numbers
– Web Universal Resource Locators (URLs)
– Internet Protocol (IP) address numbers
– Full face photographic images and any comparable images
– Any other unique identifying number, characteristic, or code.

(45 CFR 164.514(b)

Presumptively PHI 
if related to health 
or health care



HIPAA

• Privacy Rule (45 CFR 164.500 et seq.)  
– Covered entity or business associate may not use or disclose PHI 

without the patient’s authorization unless an exception applies. 
– Covered entity must implement reasonable safeguards to protect PHI.
– Patients have certain rights concerning their PHI.

• Security Rule (45 CFR 164.300 et seq.)
– Covered entity and business associate must implement safeguards to 

protect confidentiality, availability and integrity of e-PHI.

• Breach Notification Rule (45 CFR 164.400 et seq.)
– Must report breaches if unsecured PHI to individual, HHS, and, in some 

cases, media.



HIPAA Civil Penalties
(as modified by recent inflation adjustment)

Conduct Penalty
Did not know and should not have known of 
violation

• $112 to $55,910 per violation
• Up to $1,667,299 per type per year
• No penalty if correct w/in 30 days 
• OCR may waive or reduce penalty

Violation due to reasonable cause • $1,118 to $55,910 per violation
• Up to $1,667,299 per type per year
• No penalty if correct w/in 30 days
• OCR may waive or reduce penalty

Willful neglect,  
but correct w/in 30 days

• $11,182 to $55,910 per violation
• Up to $1,667,299 per type per year
• Penalty is mandatory

Willful neglect,
but do not correct w/in 30 days

• At least $55,910 per violation
• Up to $1,667,299 per type per year
• Penalty is mandatory

(45 CFR 160.404; see also 74 FR 56127)



HIPAA Settlements in 2017
OCR Settlements in 2017

12/17 Cancer center failed to implement safeguards to protect ePHI despite prior 
warnings that its information had been hacked.

$2,300,000

5/17 Hospital issued press release containing patient’s name after patient used 
fraudulent identification card.

$2,400,000

5/17 Health center faxed HIV information to wrong entity. $387,000

4/17 Monitoring company’s laptop containing 1,390 patients’ info stolen from 
car; insufficient risk analysis and no finalized security policies.

$2,500,000

4/17 No business associate agreement (“BAA”) with record storage company. $31,000

4/17 FQHC’s info hacked; no risk analysis and insufficient security rule 
safeguards.

$400,000

2/17 Hospital allowed unauthorized employees to access and disclose records of 
80,000 patients; failed to terminate users’ right of access.

$5,500,000

2/17 Hospital lost unencrypted PDAs containing info of 6,200 persons; failure to 
take timely action to address known risks.

$3,200,000

1/17 Insurance company’s unencrypted USB containing info of 2,209 persons 
stolen; no risk analysis, implementation, or encryption.

$2,200,000

1/17 Failure to timely report breach. $475,000



HIPAA Civil Penalties

• “A covered entity’s employee lost an unencrypted  
laptop that contained unsecured protected health 
information. HHS’s investigation reveals the 
covered entity feared its reputation would be 
harmed if information about the incident became 
public and, therefore, decided not to provide 
notification as required by § 164.400 et seq.”

• Failure to report  “willful neglect” mandatory 
penalties ($10,000 to $50,000 per violation) 

(75 FR 40879)



HIPAA Privacy Rule

• Covered entity and business associate must:
– Ensure the use or disclosure is for a permissible purpose 

(e.g., treatment purposes or disclosure to family) or 
obtain the patient’s authorization.

– Implement reasonable safeguards to protect the PHI.
– Limit disclosure to the minimum necessary.
– Verify identity of the recipient.

• Patient has right to receive communications by 
alternative means or at alternative locations.

(45 CFR 164.500 et seq.)



HIPAA Security Rule

• Covered entities and business associates must, e.g., 
– Conduct a risk assessment of ePHI.
– Implement administrative, physical, technical safeguards, e.g., 

• Access controls
– Unique user identification (Required)
– Automatic logoff (Addressable)
– Encryption (Addressable)

• Transmission security
– Integrity controls (Addressable)
– Encryption (Addressable)

(45 CFR 164.300 et seq.; 45 CFR 164.312)



HIPAA Security Rule
“When a standard … includes addressable implementation 
specifications, a covered entity or business associate must—

“(A) Implement the implementation specification if 
reasonable and appropriate; or 

“(B) If implementing the implementation specification is not 
reasonable and appropriate—

“(1) Document why it would not be reasonable and 
appropriate to implement the implementation specification; and 

“(2) Implement an equivalent alternative measure if 
reasonable and appropriate.”
(45 CFR 164.306(d)(3))



HIPAA Security Rule:
Encryption

“Is the use of encryption mandatory in the Security Rule?
“Answer:  No. The final Security Rule made the use of 
encryption an addressable implementation specification…. [It 
must] be implemented if, after a risk assessment, the entity 
has determined that the specification is a reasonable and 
appropriate safeguard in its risk management of the 
confidentiality, integrity and availability of e-PHI. If the entity 
decides that the addressable implementation specification is 
not reasonable and appropriate, it must document that 
determination and implement an equivalent alternative 
measure…”
(hhs.gov/hipaa/for-professionals/faq/2001/is-the-use-of-encryption-mandatory-in-
the-security-rule/index.html)



Texting or E-mailing Patients



Texting or E-mailing Patients

Security Rule
• “[A covered entity must] 

implement technical 
security measures to guard 
against unauthorized 
access to electronic 
protected health 
information that is being 
transmitted over an 
electronic communications 
network.” (45 CFR 
164.312(e))

Privacy Rule
• “A covered health care provider 

must permit individuals to 
request and must 
accommodate reasonable 
requests by individuals to 
receive communications of 
protected health information 
from the covered health care 
provider by alternative means 
or at alternative locations.”  (45 
CFR 164.522(b))

vs.



Texting and E-mailing Patients:
Privacy Rule

“Does the HIPAA Privacy Rule permit health care providers to use e-mail to 
discuss health issues and treatment with their patients?
“Answer:  Yes. The Privacy Rule allows covered health care providers to 
communicate electronically, such as through e-mail, with their patients, 
provided they apply reasonable safeguards when doing so…. For example, 
certain precautions may need to be taken when using e-mail to avoid 
unintentional disclosures, such as checking the e-mail address for accuracy 
before sending, or sending an e-mail alert to the patient for address 
confirmation prior to sending the message. Further, while the Privacy Rule does 
not prohibit the use of unencrypted e-mail for treatment-related 
communications between health care providers and patients, other safeguards 
should be applied to reasonably protect privacy, such as limiting the amount or 
type of information disclosed through the unencrypted e-mail. In addition, 
covered entities will want to ensure that any transmission of ePHI is in 
compliance with the HIPAA Security Rule.”
(www.hhs.gov/hipaa/for-professionals/faq/570/does-hipaa-permit-health-care-
providers-to-use-email-to-discuss-health-issues-with-patients/index.html)



Texting and E-mailing Patients:
Security Rule

“Does the Security Rule allow for sending electronic PHI (e-PHI) in an 
email or over the Internet? If so, what protections must be applied?
“Answer:  The Security Rule does not expressly prohibit the use of email 
for sending e-PHI. However, the standards for access control (45 CFR §
164.312(a)), integrity (45 CFR § 164.312(c)(1)), and transmission 
security (45 CFR § 164.312(e)(1)) require covered entities to implement 
policies and procedures to restrict access to, protect the integrity of, and 
guard against unauthorized access to e-PHI. The standard for 
transmission security (§ 164.312(e)) also includes addressable 
specifications for integrity controls and encryption. This means that the 
covered entity must assess its use of open networks, identify the 
available and appropriate means to protect e-PHI as it is transmitted, 
select a solution, and document the decision. The Security Rule allows 
for e-PHI to be sent over an electronic open network as long as it is 
adequately protected.”
(www.hhs.gov/hipaa/for-professionals/faq/2006/does-the-security-rule-allow-for-
sending-electronic-phi-in-an-email/index.html)



Texting and E-mailing Patients
• “[C]overed entities are permitted to send individuals unencrypted 

emails if they have advised the individual of the risk, and the 
individual still prefers the unencrypted email. We disagree that the 
“duty to warn’’ individuals of risks associated with unencrypted email 
would be unduly burdensome on covered entities and believe this is a 
necessary step in protecting the protected health information. We do 
not expect covered entities to educate individuals about encryption 
technology and the information security. Rather, we merely expect the 
covered entity to notify the individual that there may be some level of 
risk that the information in the email could be read by a third party. If 
individuals are notified of the risks and still prefer unencrypted email, 
the individual has the right to receive protected health information in 
that way, and covered entities are not responsible for unauthorized 
access of protected health information while in transmission to the 
individual based on the individual’s request.”

(78 FR 5634)



Texting and E-mailing Patients
“Do individuals have the right under HIPAA to have copies of their PHI 
transferred or transmitted to them in the manner they request, even if 
the requested mode of transfer or transmission is unsecure?
“Yes, as long as the PHI is ‘readily producible’ in the manner 
requested, based on the capabilities of the covered entity and 
transmission or transfer in such a manner would not present an 
unacceptable level of security risk to the PHI on the covered entity’s 
systems…  For example, individuals generally have a right to receive 
copies of their PHI by mail or e-mail, if they request.  It is expected 
that all covered entities have the capability to transmit PHI by mail or 
e-mail …”
(OCR Guidance on Patient Access, available at https://www.hhs.gov/hipaa/for-
professionals/privacy/guidance/access/index.html) 



Texting and E-mailing Patients
“Further, while covered entities are required by the Privacy and 
Security Rules to implement reasonable safeguards to protect 
PHI while in transit, individuals have a right to receive a copy of 
their PHI by unencrypted e-mail if the individual requests access 
in this manner.  In such cases, the covered entity must provide a 
brief warning to the individual that there is some level of risk that 
the individual’s PHI could be read or otherwise accessed by a 
third party while in transit, and confirm that the individual still 
wants to receive her PHI by unencrypted e-mail.  If the individual 
says yes, the covered entity must comply with the request.”
(OCR Guidance on Patient Access, available at https://www.hhs.gov/hipaa/for-
professionals/privacy/guidance/access/index.html) 



Texting and E-mailing Patients
“Is a covered entity responsible if it complies with an individual’s 
access request to receive PHI in an unsecure manner (e.g., unencrypted 
e-mail) and the information is intercepted while in transit?
“No.  While covered entities are responsible for adopting reasonable 
safeguards in implementing the individual’s request (e.g., correctly 
entering the e-mail address), covered entities are not responsible for a 
disclosure of PHI while in transmission to the individual based on the 
individual’s access request to receive the PHI in an unsecure manner 
(assuming the individual was warned of and accepted the risks 
associated with the unsecure transmission).  This includes breach 
notification obligations and liability for disclosures that occur in transit.  
Further, covered entities are not responsible for safeguarding the 
information once delivered to the individual.”
(OCR Guidance on Patient Access, available at https://www.hhs.gov/hipaa/for-
professionals/privacy/guidance/access/index.html) 



Texting and E-mailing Patients:
Can You Require Unsecure Messages?

• “A covered entity may not require individuals to waive their 
rights under [the Privacy or Security Rules] as a condition of 
the provision of treatment, payment, enrollment in a health 
plan, or eligibility for benefits.  (45 CFR 164.530(h))

• “A covered entity may not condition the provision to an 
individual of treatment, payment, enrollment in the health 
plan, or eligibility for benefits on the provision of an 
authorization…”  (45 CFR 164.508(b)(4))

• “[A] covered entity is not permitted to require an individual 
to accept unsecure methods of transmission in order to 
receive copies of her health information.” (OCR Guidance on 
Patient Access, available at https://www.hhs.gov/hipaa/for-
professionals/privacy/guidance/access/index.html) 



Texting and E-mailing Patients:
Must You Make It Available?

“It is expected that all covered entities have the capability 
to transmit PHI by mail or e-mail (except in the limited 
case where e-mail cannot accommodate the file size of 
requested images), and transmitting PHI in such a manner 
does not present unacceptable security risks to the 
systems of covered entities, even though there may be 
security risks to the PHI while in transit (such as where an 
individual has requested to receive her PHI by, and 
accepted the risks associated with, unencrypted e-mail.”
(OCR Guidance on Patient Access, available at https://www.hhs.gov/hipaa/for-
professionals/privacy/guidance/access/index.html)  



Texts and E-mails from Patients
• “The Security Rule … does not apply to the patient. A patient 

may send health information to you using email or texting that 
is not secure. That health information becomes protected by 
the HIPAA Rules when you receive it.” (OCR Guide to Patient Access at 
p.31). 

• “Patients may initiate communications with a provider using 
e-mail. If this situation occurs, the health care provider can 
assume (unless the patient has explicitly stated otherwise) 
that e-mail communications are acceptable to the individual. 
If the provider feels the patient may not be aware of the 
possible risks of using unencrypted e-mail, or has concerns 
about potential liability, the provider can alert the patient of 
those risks, and let the patient decide whether to continue e-
mail communications. (OCR FAQ, available at 
http://www.hhs.gov/ocr/privacy/hipaa/faq/health_information_technology/570
.html).   



AMA Guidelines for Patient-Physician E-
Mail and Text Messaging



Texting or E-mailing Providers 
or Other Persons



Texting or E-mailing Others:
Privacy Rule

“Does the HIPAA Privacy Rule permit a covered health care 
provider to e-mail or otherwise electronically exchange … PHI 
with another provider for treatment purposes?
“Yes. The Privacy Rule allows covered health care providers to 
share PHI electronically (or in any other form) for treatment 
purposes, as long as they apply reasonable safeguards when 
doing so. Thus, for example, a physician may consult with 
another physician by e-mail about a patient’s condition, or 
health care providers may electronically exchange PHI to and 
through a health information organization (HIO) for patient 
care.”  
(OCR FAQ dated 12/15/08)



Texting or E-mailing Others:
Security Rule

“Can you use texting to communicate health information, even if 
it is to another provider or professional?
“Answer:  It depends. Text messages are generally not secure 
because they lack encryption, and the sender does not know 
with certainty the message is received by the intended recipient. 
Also, the telecommunication vendor/wireless carrier may store 
the text messages.  However, your organization may approve 
texting after performing a risk analysis or implementing a third-
party messaging solution that incorporates measures to 
establish a secure communication platform that will allow 
texting on approved mobile devices.”
(www.healthit.gov/providers-professionals/faqs/can-you-use-texting-
communicate-health-information-even-if-it-another-p) 



May Patient Authorize 
Use of Unsecure Text or E-mail?

Not clear how OCR would respond…
Arguments in Support

• HIPAA is primarily intended to 
protect patient’s privacy interests.

• Patient has the right to determine 
what happens to their PHI.

• Patient may require transmission 
of PHI to third party by unsecure 
means per 45 CFR 164.524.

• Patient should be able to 
authorize disclosure by unsecure 
means per 45 CFR 164.508.

Arguments Against
• Providers are generally required to 

comply with security rule.
• “A covered entity may not require 

individuals to waive their rights 
under [the Privacy or Security 
Rule] as a condition of the 
provision of treatment….”  (45 CFR 
164.530(h))

• For an authorization, “PHI must be 
sent securely.”  (OCR Guidance on 
Access).



May Patient Authorize Providers to 
Text or E-mail Others via Unsecure Network
• “A covered entity is permitted to use or disclose PHI … pursuant 

to and in compliance with a valid authorization under 
§164.508.”  (45 CFR 164.502(a)(1)(iv))

• “If an individual's request for access directs the covered entity 
to transmit the copy of PHI directly to another person 
designated by the individual, the covered entity must provide 
the copy to the person designated by the individual. The 
individual's request must be in writing, signed by the individual, 
and clearly identify the designated person and where to send 
the copy of PHI.”  (45 CFR 164.524(c)(3)(ii))



May Patient Authorize Providers to 
Text or E-mail Others via Unsecure Network

“If requested by an individual, a covered entity must transmit an 
individual’s PHI directly to another person or entity designated 
by the individual.  The individual’s request must be in writing, 
signed by the individual, and clearly identify the designated 
person or entity and where to send the PHI…. [T]he individual 
can designate the form and format of the PHI and how the PHI is 
to be sent to the third party… 
“[For example,] a patient requests in writing that the hospital 
where she recently underwent a surgical procedure use its 
Certified EHR Technology (CEHRT) to send her discharge 
summary to her primary care physician….”
(OCR Guidance on Patient’s Access, available at https://www.hhs.gov/hipaa/for-
professionals/privacy/guidance/access/index.html)



May Patient Authorize Providers to 
Text or E-mail Others via Unsecure Network
• “[C]overed entities must safeguard the information in 

transit, and … may be liable for impermissible 
disclosures of PHI that occur in transit.  The only 
exception arises when an individual has requested that 
the PHI be sent to the third party by unencrypted e-mail 
or in another unsecure manner, which the individual 
has a right to request.  As long as the individual was 
warned of and accepted the security risks to the PHI 
associated with the unsecure transmission, the covered 
entity is not responsible for breach notification or liable 
for disclosures that occur in transit.

(OCR Guidance on Patient’s Access, available at https://www.hhs.gov/hipaa/for-
professionals/privacy/guidance/access/index.html) 



Texting in Facilities



Joint Commission and CMS:
Texting Orders

• 2011:  Joint Commission prohibits texting orders.
• 5/16:  Joint Commission allows texting orders if platform 

secure, elements of order included, etc.
• 7/16:  Joint Commission reinstates prohibition while it 

obtains clarification.
• 12/16:  Joint commission reaffirms prohibition on texting 

orders.
– Burden on nurses to manually input order into medical record.
– Verbal order allows for real-time clarification and confirmation.
– If CDS recommendation or alert is triggered while entering verbal 

order, nurse can ask practitioner immediately.
• 12/18:  HCCA publishes article recounting recent CMS e-

mails prohibiting all texting re patient care.



CMS:
Texting in Facilities



CMS:
Texting in Facilities

• “Texting patient information among members of the 
health care team is permissible if accomplished 
through a secure platform.”

• “Texting of patient orders is prohibited regardless of 
the platform utilized.”

• “Computerized Provider Order Entry (CPOE) is the 
preferred method of order entry by a provider.”

(CMS S&C Letter 18-10-ALL (12/28/17))



CMS:
Texting Orders

• Texting orders violates the CoPs and CfCs, e.g., 
– Hospitals must maintain medical records and 

protect the security of record entries.
– Hospitals must maintain records for at least 5 

years.
– Hospitals must protect confidentiality of records.
(See, e.g., 42 CFR 489.24)



CMS:
Computerized Provider Order Entry

“Computerized Provider Order Entry (CPOE) is the 
preferred method of order entry by a provider. CMS 
has held to the long standing practice that a physician 
or Licensed Independent Practitioner (LIP) should 
enter orders into the medical record via a hand written 
order or via CPOE. An order if entered via CPOE, with 
an immediate download into the provider’s electronic 
health records (EHR), is permitted as the order would 
be dated, timed, authenticated, and promptly placed 
in the medical record.”
(CMS S&C 18-10-ALL (12/28/17))



Texting Orders:
Can You Treat Text as “Verbal Order”?

• CPOE rule refers to “hand written order…”
• CMS/Joint Commission concerns about texting orders 

included:
– Burden on nurses to manually input order into medical 

record.
– Verbal order allows for real-time clarification and 

confirmation.
– If CDS recommendation or alert is triggered while entering 

verbal order, nurse can ask practitioner immediately.
• Those concerns still remain if enter text as verbal order.



Texting Orders:
Can You Treat Text as “Verbal Order”?

• “(i) If verbal orders are used, they are to be used 
infrequently.”

• “(ii) When verbal orders are used, they must only be 
accepted by persons who are authorized to do so by 
hospital policy and procedures consistent with 
Federal and State law.” (42 CFR 482.23; see also Joint Commission, 
“Clarification:  Use of Secure Text Messaging for Patient Care Orders Is Not 
Acceptable,” The Joint Commission Perspectives (12/16))

Check your state law.



Texting Orders:
Can You Treat Text as “Verbal Order”?

• “[T]he possibility of errors associated with verbal 
orders is an important issue, and that is why we 
continue to believe that hospitals should make 
efforts to minimize the use of verbal orders… [I]t is 
expected that the standard practice would be for the 
person taking the order to read the order back to the 
practitioner to ensure that they have correctly 
understood it.”  (77 FR 29055)



Texting Orders:
Can You Treat Text as “Verbal Order”?

• “Verbal orders, if used, must be used infrequently. This means that 
the use of verbal orders must not be a common practice. Verbal 
orders pose an increased risk of miscommunication that could 
contribute to a medication or other error, resulting in a patient 
adverse event. Verbal orders should be used only to meet the care 
needs of the patient when it is impossible or impractical for the 
ordering practitioner to write the order or enter it into an electronic 
prescribing system without delaying treatment. Verbal orders are not 
to be used for the convenience of the ordering practitioner.” 

• “The content of verbal orders must be clearly communicated. CMS 
expects nationally accepted read-back verification practice to be 
implemented for every verbal order…. [A]ll verbal orders must be 
promptly documented in the patient’s medical record by the 
individual receiving the order.”

(CMS SOM for 42 CFR 482.23(c)(3)(i); see also CMS SOM 42 CFR 485.635(d)(3)).



CMS:
Texting Other Communications

“CMS recognizes that the use of texting as a means of 
communication with other members of the healthcare team has 
become an essential and valuable means of communication 
among the team members. In order to be compliant with the 
CoPs or CfCs, all providers must utilize and maintain 
systems/platforms that are secure, encrypted, and minimize the 
risks to patient privacy and confidentiality as per HIPAA 
regulations and the CoPs or CfCs. It is expected that 
providers/organizations will implement procedures/processes 
that routinely assess the security and integrity of the texting 
systems/platforms that are being utilized, in order to avoid 
negative outcomes that could compromise the care of patients.”
(CMS S&C 18-10-ALL, dated 12/28/17)



Data Stored on Device

PHI



Data Stored on Devices

Lost laptop;
Insufficient 
security 

protections



Data Stored on Devices

$2.2 Million

Lost USB; 
insufficient 

security 
protections



Data Stored on Devices

Loss of unsecure 
mobile device



Data Stored on Devices
• “Mobile devices in the health care sector remain 

particularly vulnerable to theft and loss. Failure to 
implement mobile device security by Covered Entities 
and Business Associates puts individuals’ sensitive 
health information at risk. This disregard for security 
can result in a serious breach, which affects each 
individual whose information is left unprotected.” (Roger 
Severino, OCR Director, at https://www.hhs.gov/about/news/2017/04/24/2-5-
million-settlement-shows-not-understanding-hipaa-requirements-creates-
risk.html)  

• Number of persons affected x $10,000 to $50,000 = 
Penalties



Data Stored on Device

• HIPAA security requirements include:
– Unique user identification (e.g., passwords)
– Emergency access
– Automatic logoff or autolock
– Encryption

(45 CFR 164.312)



Mobile Device Security



Additional HIPAA Considerations



Business Associates

• May need business associate agreement (“BAA”) 
with vendor who “creates, receives, maintains, or 
transmits” PHI on behalf of the provider.
– Includes cloud service providers and other vendors who 

host PHI on their servers.
– May include IT vendors who access PHI to perform their 

functions.
– Does not include conduits, i.e., entities that to not store 

and do not regularly access the PHI. 
• BAA must contain required terms.
(45 CFR 164.314 and 164.504(e))



Failure to Implement BAA



Liability for BA Conduct:
Failure to Implement BAA

3/16/16

• Unencrypted laptop 
containing PHI of 
9,500 persons 
stolen from locked 
car of BA’s 
employee (Accretive 
Health)

• BA had access to 
CE’s database of 
290,000 persons



Patient Access
• As a general rule, you must allow patients to access PHI in 

“designated record set”, i.e., 
“(i) The medical records and billing records about individuals 
maintained by or for a covered health care provider; [and]
“(iii) Used, in whole or in part, by or for the covered entity to make 
decisions about individuals.”

(45 CFR 164.501 and .524)

• May apply to texts and e-mails.
• No HIPAA obligation to retain the e-mails for specified period 

of time, but…
– Medicare rules may require retention for specific time, e.g., 

hospitals must maintain records for 5 years.
– State law may require retention for specific time.



Reporting Breaches of Unsecured PHI
• Business associate must report breach of unsecured PHI to 

covered entity within 60 days.
– BAA should require shorter time.

• Covered entity must report breach of unsecured PHI to 
individuals, HHS and, in some cases, local media.
– Individuals:  ASAP but no more than 60 days after discovery.

• Beware situations in which knowledge is imputed to CE
– HHS:  depends on number of persons involved—

• ≥500:  immediately
• < 500:  no later than 60 days after end of calendar year

– Media:  No more than 60 days after discovery.
(45 CFR 164.400 et seq.)



Reporting Breaches of Unsecured PHI
The “acquisition, access, use, or disclosure of PHI in a manner not 
permitted under [the Privacy Rule] is presumed to be a breach 
unless the covered entity or business associate, as applicable, 
demonstrates that there is a low probability that the PHI has been 
compromised based on a risk assessment of at least the following 
factors: 
“(i) The nature and extent of the [PHI] involved, including the types 
of identifiers and the likelihood of re-identification;
“(ii) The unauthorized person who used the [PHI] or to whom the 
disclosure was made;
“(iii) Whether the [PHI] was actually acquired or viewed; and
“(iv) The extent to which the risk to the [PHI] has been mitigated.”
(45 CFR 164.402(2))



Reporting Breaches of Unsecure PHI
“What is a covered entity’s obligation under the Breach Notification Rule if it 
transmits an individual’s PHI to a third party designated by the individual in an 
access request, and the entity discovers the information was breached in 
transit?
“If a covered entity discovers that the PHI was breached in transit to the 
designated third party, and the PHI was “unsecured PHI”…, the covered entity 
generally is obligated to notify the individual and HHS of the breach and 
otherwise comply with the HIPAA Breach Notification Rule ….  
“However, if the individual requested that the covered entity transmit the PHI in 
an unsecure manner (e.g., unencrypted), and, after being warned of the 
security risks to the PHI associated with the unsecure transmission, maintained 
her preference to have the PHI sent in that manner, the covered entity is not 
responsible for a disclosure of PHI while in transmission to the designated third 
party, including any breach notification obligations that would otherwise be 
required.”
(OCR Guidance on Patient’s Access, available at https://www.hhs.gov/hipaa/for-
professionals/privacy/guidance/access/index.html)  



Reporting Breaches of Unsecured PHI

• Remember:  failure to report breach  “willful neglect” 
$10,000 to $50,000 per person affected.

• For example:
“A covered entity’s employee lost an unencrypted  laptop 
that contained unsecured protected health information. 
HHS’s investigation reveals the covered entity feared its 
reputation would be harmed if information about the 
incident became public and, therefore, decided not to 
provide notification as required by § 164.400 et seq.” (75 
FR 40879)



Texting Technology 101 



84% of patients now prefer
those conversations come

through texting.

* StudyKiK



But…
what is texting?

But…
what is texting?



Texting could be….
• SMS
• MMS
• Social Media 
• Facebook
• Twitter
• WhatsApp
• etc.

• In App (portal, etc.)



To explain how to implement texting in HIPAA-compliant 
manner, let's dive into the two texting categories.

What is secure texting?

What is insecure texting?



To benefit from
texting with patients

without violating HIPAA,
you'll need to find a

vendor with a robust
HIPAA solution.



Consider these elements:

• Does the vendor meet the HIPAA requirements
for business associates?

• Does the vendor solution differentiate
between minor and adult patients?

• Does the vendor keep permanent, uneditable
records of every text sent and received?

Consider these elements:

• Does the vendor meet the HIPAA requirements
for business associates?

• Does the vendor solution differentiate
between minor and adult patients?

• Does the vendor keep permanent, uneditable
records of every text sent and received?



Consider these elements:

• Does the vendor store ePHI in a HIPAA-compliant 
secure infrastructure? Cloud based?

• Does the vendor provide an
end-to-end encrypted channel?

• Does the vendor provide an unencrypted channel?

Consider these elements:

• Does the vendor store ePHI in a HIPAA-compliant 
secure infrastructure? Cloud based?

• Does the vendor provide an
end-to-end encrypted channel?

• Does the vendor provide an unencrypted channel?



In short, make sure a vendor
has built the HIPAA protections
into their software.



Action Items



To Do
Address texting and e-mails in your HIPAA risk 

assessment.
• IT platform
• Mobile devices
• Others

 Implement security rule requirements
• Secure e-mail or messaging apps
• Encryption
• Unique user name and password
• Remote wipes

Execute business associate agreement (“BAA”) with 
vendor if necessary.



To Do

Review and update policies re texting and e-mail, 
e.g., 
• May text without PHI
• Type of PHI that may be communicated via text
• Use of encryption or other secure, approved safeguards
• Confirm recipient before sending
• Review texts before sending
• Limit to minimum necessary PHI



To Do

Review and update policies re texting, e.g., 
• Assume others nearby may read the text
• Do not let others use device
• Immediate notice of lost mobile device
• Guidance and process for inputting appropriate 

information into medical record
• Which texts or e-mails should be input
• Who may input the texts or e-mails
• Authorization



To Do

Beware “bring your own device (BYOD)” policies
• Address privacy and security issues.

Coordinate policies with HIPAA requirements, 
including patient access and record retention.
Train or educate members of workforce, medical 

staff, business associates, and others as 
appropriate.



To Do

Look for compliant solutions, e.g., 
– Protect against unauthorized access
– Encrypt texts and e-mails
– Secure attachments
– Recipient must sign in with password to view PHI
– Limited address book
– Remote text deletion
– Notification when text is delivered/read
– Retain records for 5 years
– Protect against unauthorized deletions or modification



Additional Resources



www.hhs.gov/ocr/privacy/



https://www.hollandhart.com/healthcare#overview
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Questions

Bo Ferger
bo@rhinogram.com

(423) 800-7644

Kim C. Stanger
kcstanger@hollandhart.com

(208) 383-3913


