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This presentation is similar to any other legal education 
materials designed to provide general information on 
pertinent legal topics. The statements made as part of the 
presentation are provided for educational purposes only. 
They do not constitute legal advice nor do they necessarily 
reflect the views of Holland & Hart LLP or any of its 
attorneys other than the speaker. This presentation is not 
intended to create an attorney-client relationship between 
you and Holland & Hart LLP. If you have specific questions 
as to the application of law to your activities, you should 
seek the advice of your legal counsel. 

 



Overview 
• Why should you care about HIPAA? 
• Who are business associates? 
• What must business associates do? 

– Business associate agreements. 
– Security Rule requirements. 
– Privacy Rule requirements. 
– Breach Notification Rule requirements. 

• Liability for business associates and subcontractors. 
• Additional resources. 
 



Written Materials 
• .ppt slides 
• Sample Business Associate Agreement Provisions 

(http://www.hhs.gov/hipaa/for-professionals/covered-
entities/sample-business-associate-agreement-
provisions/index.html). 

• Kim Stanger publications on H&H website:  
– HIPAA Update:  Why and How You Must Comply. 
– Business Associate Decision Tree. 
– Checklist for Security Rules. 
– Complying with HIPAA: Checklist for Business Associate 

Agreements. 
– Avoiding Business Associate Agreements. 



Health Insurance Portability and 
Accountability Act, 42 CFR part 164 

• HIPAA, not “HIPPA” 



HIPAA History 
• HIPAA Privacy Rule (2003). 

– Requires healthcare providers and health plans (“covered entities”) to 
protect the privacy of protected health info (“PHI”). 

– Execute business associate agreements (“BAA”) with business associates. 
• HIPAA Security Rule (2005). 

– Requires covered entities to protect electronic PHI. 
• Health Info Technology for Economic and Clinical Health (“HITECH”) Act 

(2009). 
– Required business associates to comply with HIPAA. 
– Strengthened HIPAA and penalties for violations. 

• HIPAA Omnibus Rules (enforced 9/23/13). 
– Finalized and implemented HITECH Act. 

 



Why you should care about 
HIPAA 

Covered Entities 

Business 
Associates HIPAA 



Civil Penalties 
(45 CFR 160.404) 

Conduct Penalty 

Did not know and should not have 
known of violation 

• $100 to $50,000 per violation 
• Up to $1.5 million per type per year 
• No penalty if correct w/in 30 days  
• OCR may waive or reduce penalty 

Violation due to reasonable cause • $1000 to $50,000 per violation 
• Up to $1.5 million per type per year 
• No penalty if correct w/in 30 days 
• OCR may waive or reduce penalty 

Willful neglect,  
but correct w/in 30 days 

• $10,000 to $50,000 per violation 
• Up to $1.5 million per type per year 
• Penalty is mandatory 

Willful neglect, 
but do not correct w/in 30 days 

• At least $50,000 per violation 
• Up to $1.5 million per type per year 
• Penalty is mandatory 



Civil Penalties 
• Counting penalties 

– If violation results in disclosure of info for multiple 
individuals, each individual is a separate violation. 
• E.g., loss of laptop containing 2000 names = 2000 

violations. 
– If violation results from failure to implement required 

safeguard or policy, each day the safeguard or policy was not 
implemented is a separate violation. 
• E.g., if you failed to put in place safeguards and policies 

after 9/23/13, you are at 724 violations for each 
requirement violated and counting… 

 



Civil Penalties 
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Criminal Penalties 
(42 USC 1320d-6(a)) 

• Applies if employees or other individuals obtain or 
disclose protected health info from covered entity 
without authorization. 

Conduct Penalty 

Knowingly obtain info in violation of the law • $50,000 fine 
• 1 year in prison 

Committed under false pretenses • 100,000 fine 
• 5 years in prison 

Intent to sell, transfer, or use for commercial gain, 
personal gain, or malicious harm 

• $250,000 fine 
• 10 years in prison 



Criminal Penalties 

 



State Attorney General 
Lawsuits 

• May sue for $25,000 per violation + costs 



Civil Penalties 

• Accretive Health pays $2.5 million 

Business associate pays $2.5 million 



Additional Reasons to Comply 
• Unhappy clients. 
• Clients may need to terminate services agreement. 
• Individuals can probably bring lawsuit. 

– No private cause of action under HIPAA. 
– May claim HIPAA is the standard of care. 
– May sue for breach of business associate agreement. 

• Must self-report breach of unsecured PHI. 
– Business associate must notify covered entity. 
– Covered entity must notify: 

• Affected individuals 
• HHS 
• Media, if breach involves over 500 persons. 

• In future, affected individuals will be able to recover a percentage of fines or 
settlements. 

• Investigations 
• Possible penalties 



Avoiding HIPAA Penalties 
• The good news:  covered entities and business associates 

may usually avoid civil penalties if they: 
– Implement required policies and safeguards. 

• See materials we have provided. 

– Train members of workforce and document training. 
• Use this program to train workforce. 

– Respond immediately to possible violation. 
• May mitigate any damage. 
• May avoid breach reporting obligation. 
• Affirmative defense if you do not act with willful neglect and 

correct violations within 30 days. 



Whom and What Does it Cover? 

 



Protected Health Info (“PHI”) 
(45 CFR 160.103) 

• Individually identifiable health info, i.e., info that could be used 
to identify individual. 
– Name, emails, addresses, etc. 
– Other info that may reasonably identify individual. 

• Concerns physical or mental health, healthcare, or payment. 
• Created or received by covered entity. 
• Maintained in any form or medium, e.g., oral, paper, electronic, 

images, etc. 
 

• NOT de-identified info. 



Covered Entities 
(45 CFR 160.103) 

• Health care providers who engage in certain 
electronic transactions. 

• Health plans, including employee group health 
plans if: 
– 50 or more participants; or 
– Administered by third party  
 (e.g., TPA or insurer). 

• Health care clearinghouses. 
 
 

The forgotten 
HIPAA target 



Business Associates 
(45 CFR 160.103) 

• Entities that create, receive, maintain, or transmit PHI on behalf of a 
covered entity to perform: 
– A function or activity regulated by HIPAA (e.g., healthcare operations, 

payment, covered entity function), or 
– Certain identified services (e.g., billing or claims management, legal, 

accounting, or consulting services). 
– Health information organizations and e-prescribing gateways. 
– Data transmission companies if they routinely access PHI. 
– Data storage companies (e.g., cloud computing, off-site storage facilities) 

even if they do not access PHI. 
– Patient safety organizations. 

• Covered entities acting as business associates. 
• Subcontractors of business associates. 



Business Associates 

Covered Entity 
(Healthcare Provider 

or Health Plan) 

Business Associate 

Subcontractor(s) 

PHI 

PHI Business 
Associates 



Not Business Associates 
• Members of covered entity’s workforce. 

– Covered entity has control over the person. 

• Entities who do not handle PHI as part of their job duties. 
– Janitor, mailman, some vendors, etc. 

• Entities that receive PHI to perform functions on their own behalf, not on 
behalf of covered entity. 
– E.g., banks, third party payors, etc. 

• Other healthcare providers while providing treatment. 
• Data transmission companies that do not routinely access PHI. 

– Entity is mere “conduit” of PHI. 

• Maybe data storage companies that receive encrypted w/out the key. 
• Members of an organized healthcare arrangement. 

– Group of entities that provide coordinated care. 
See Article, Avoiding BAAs 



Will an outside entity (“Entity”) provide services to or on behalf of the covered entity? 
 
[Note:  This does not apply to (1) an employee, volunteer, trainee, or other person whose conduct is under the direct 
control of the covered entity, (2) an entity who is performing functions as part of the covered entity’s organized health 
care arrangement,1 or (3) entities who receive info for their own purposes, and not to provide services to or on behalf 
of the covered entity (e.g., payors, government agencies, independent researchers, etc.).] 

Will the Entity create, receive, maintain or transmit PHI in the course of providing services to or on behalf of the 
covered entity?   
 
[Note:  This does not apply to entities who may incidentally see or hear PHI, but whose job duties for the covered 
entity do not involve the creation, receipt, maintenance, or transmission of PHI (e.g., a janitor, delivery person, or 
electrician who happens to be providing services in the building)]. 

Does the Entity provide legal, actuarial, accounting, consulting, data aggregation, management, administrative, 
accreditation, or financial services to or for the covered entity? 

OR 
Does the Entity provide claims processing or administration; data analysis, processing or administration; or utilization 
review, quality assurance, patient safety activities, billing, benefit management, practice management, or repricing 
services for the covered entity? 

OR 
Is the Entity a health information organization, e-prescribing gateway, or other entity that provides data transmission 
services with respect to PHI and the entity requires access to the PHI on a routine access (i.e., the entity is not 
merely the conduit for the information)? 

OR 
Does the Entity offer a personal health record to one or more individuals on behalf of the covered entity? 

The Entity is a business associate.  You must execute a valid business associate agreement with the Entity before 
disclosing PHI to the Entity.  The business associate agreement must contain the elements in 45 CFR §§ 164.314(a) 
and 164.504(e) 

Is the Entity a healthcare provider who is receiving the PHI for purposes of treating the individual? 

The Entity is not a 
business associate 

The Entity is not a 
business associate 

The Entity is not a 
business associate 

The Entity is not a 
business associate 

Yes 

Yes 

Yes 
Yes 

No 

No 

No 

No 

Business Associate Decision Tree 



Business Associate Obligations 



Business Associate Obligations 
• Execute and comply with the terms of the business associate 

agreement with covered entity. 
– Must contain certain terms required by HIPAA. 

• Comply with the Security Rule. 
– Appoint security officer. 
– Perform and document a risk assessment. 
– Implement required safeguards. 
– Execute agreements with subcontractors. 
– Maintain written policies and procedures. 
– Train personnel. 

• Comply with minimum necessary standard. 
• Report breaches of unsecured PHI to covered entity. 

 

May be difficult for 
some business 
associates and 

subcontractors to 
comply 



Business Associate Obligations 
• Business associates directly liable under HIPAA for: 

– Use and disclosures in violation of the BAA or the Privacy 
Rule, including minimum necessary standard. 

– Failing to comply with the Security Rule. 
– Failing to notify covered entity of a reportable breach. 
– Failing to disclose PHI to HHS in response to investigation. 
– Failing to disclose PHI in response to an individual’s request 

for e-PHI. 
– Failing to execute agreements with subcontractors. 
– Failing to address breach by subcontractor. 



Business Associate Agreements 
(“BAA”) 

 



BAA 
• Covered entity must have BAA before disclosing PHI to 

business associate or authorizing business associate to 
create or receive PHI for covered entity. 
– BAA limits business associate’s use of PHI. 

• Business associate must have BAA with subcontractor. 
– Must match scope of BAA between covered entity and business 

associate. 

• Must comply with terms of BAA. 
– Breach of contract with covered entity. 
– HIPAA penalties imposed by OCR. 

• Must comply with HIPAA even if no BAA. 



BAA 

Covered Entity 
(Healthcare Provider 

or Health Plan) 

Business Associate 

Subcontractor(s) 

BAA 

Subcontractor BAA 
must mirror the 
BAA with the 
covered entity 

BAA 

BAA 

Covered Entity 
must ensure 
there is BAA 

Business 
Associate must 
ensure there is 

BAA 



BAA:  Required Terms 
• Establish permitted uses of PHI. 

– Business associate may only use or disclose PHI: 
• As allowed by BAA, or 
• As required by law. 

– May allow business associate to use for its internal 
management or administration. 

– Business associate may not use or disclose PHI in a  
manner that would violate the Privacy Rule if done by 
covered entity. 

• Beware situations where covered entity has limited use or 
disclosure through, e.g., Notice of Privacy Practices or 
agreement. 



BAA:  Required Terms 
• Implement safeguards to protect PHI. 

– Privacy Rule safeguards are not specified. 
• Comply with HIPAA Security Rule. 

– Perform and document a risk assessment. 
– Implement administrative, technical and physical 

safeguards. 
– Execute subcontractor BAAs. 
– Maintain written policies and documentation. 
– Train personnel. 



BAA:  Required Terms 
• Report to covered entity: 

– Breaches of unsecured PHI. 
• Per breach reporting rules. 

– Use or disclosure of PHI not allowed by BAA. 
• HIPAA violations even if not reportable breach. 
• BAA violations even if doesn’t violate HIPAA. 

– “Security incidents”, i.e., attempted or successful 
unauthorized access, use, disclosure, modification, or 
destruction of info or interference with system 
operations in an info system. 



BAA:  Required Terms 
• Cooperate in providing individuals with access to PHI in 

designated record set. 
• Cooperate in amending records in designated record set. 
• Cooperate in providing accounting of disclosures of PHI in 

designated record set. 
– Must log improper disclosures and certain disclosures 

for public safety or government functions, including: 
• Date of disclosure; 
• Name of entity receiving disclosure; 
• Description of info disclosed; and 
• Describe purpose of disclosure. 



BAA:  Required Terms 
• If covered entity delegates its functions to business 

associate, comply with HIPAA as to those functions. 
• Make internal records available to HHS for inspection. 
• Execute BAAs with subcontractors. 

– Must parallel BAA with covered entity. 
• Authorize termination if business associate violates terms. 
• Upon termination of BAA: 

– Return or destroy all PHI if feasible. 
– If not feasible to return or destroy PHI, comply with BAA 

as to any PHI it retains. 



OCR Sample BAA Language 



Beware  BAA:  Pro-Covered Entity Terms 
• Covered entities may want to add these terms: 

– Business associate must report or act within x days. 
– Business associate must implement policies. 
– Business associate must encrypt or implement other safeguards. 
– Business associate must carry data breach insurance. 
– Business associate notifies individuals of breaches and/or reimburses covered 

entity for costs of the notice. 
– Business associate defends and indemnifies for losses, claims, etc. 
– Business associate is an independent contractor, not agent. 
– Business associate assumes liability for subcontractors. 
– Allow termination of underlying agreement. 
– Must have consent to operate outside the United States. 
– Covered entity has right to inspect and audit. 
– Cooperate in HIPAA investigations or actions. 

* Business associate may want these in subcontracts. 

 



BAA:  Pro-Business Associate Terms 
• Business associates and subs probably want to add these: 

– Covered entity will not disclose PHI unless necessary. 
– Covered entity will not request action that violates HIPAA. 
– Covered entity has obtained necessary authorizations. 
– Covered entity will not agree to restrictions on PHI that will adversely affect business 

associate. 
– Covered entity will notify business associate of all such restrictions. 
– Covered entity will reimburse for additional costs. 
– Blanket reporting for security incidents. 
– Specify business associate does not maintain designated record set. 
– Reserve the right to terminate based on restrictions or other change that adversely 

affects business associate. 
– Subcontractors are independent contractors, not agents. 
– Mutual indemnification. 
– Limitation or cap on damages. 

 



BAA Negotiation 
• Covered entities may require BAA even if you are not a 

business associate. 
– If so, explain business associate limits to covered entity. 
– Beware assuming unnecessary liability. 

• Covered entity may insist on BAA terms that are not 
required or exceed scope of HIPAA. 
– If so, explain limits. 
– Explain that covered entity generally is not liable for acts of 

business associate. 

• As a practical matter, you may have to agree to BAA terms if 
you want to do business with the covered entity. 



BAA:  Summary 
• Do not assume BAA liability unless you must. 
• Review terms of BAA carefully. 

– Beware terms that are not required by HIPAA. 
– Beware terms that increase liability. 
– Negotiate more favorable terms if you can. 

• Ensure you comply with BAA terms. 
– Ensure your workforce understands requirements. 
– You likely must report disclosures in violation of BAA. 
– Disclosures in violation of BAA are HIPAA violations. 



HIPAA Security Rule 
(45 CFR 164.300 et seq.) 

 



Security Rule 
• Designed to protect electronic PHI (“e-PHI”) 

– Confidentiality 
– Integrity 
– Availability 

• General requirements 
– Conduct risk analysis of system vulnerabilities. 
– Implement specific administrative, technical and physical 

safeguards. 
– Execute business associate agreements. 
– Maintain written policies. 
– Train personnel. 

 



Security Rule:  The Good News 
• Most of this stuff is not rocket science. 
• Involves common sense precautions to protect your 

business or organization. 
– Protect information necessary to carry on business. 
– Protect systems used in business. 
– Protect individuals’ information. 

• You are probably already doing most of this stuff. 
• If you aren’t doing it, you should be doing it for your 

own protection… 



Remember… 

• https://mgtvklfy.files.wordpress.com/2015/02/a
nthem.jpg?w=632 



Security Rule:  Risk Analysis 
• Must “[c]onduct an accurate and thorough assessment of 

the potential risks and vulnerabilities to the confidentiality, 
integrity, and availability of electronic protected health 
information held by the covered entity or business 
associate.” (45 CFR 164.308(a)) 

• No particular analysis required. 
• Analysis may vary depending on size and resources. 
• May conduct analysis internally. 
• Analysis should be ongoing. 



HHS Guidance re Risk Analysis 



HHS Risk Assessment Tool 

 



NIST Special Publication 800-30 
Revision 1 (Sept. 2012) 



Security Rule:  Safeguards  
(45 CFR 164.308-.312) 

Administrative  
Safeguards 

Physical  
Safeguards 

Technical 
Safeguards 

Standards 

Implementation 
Specifications 

• Required 
•Addressable 

Standards Standards 

Implementation 
Specifications 

• Required 
•Addressable 

Implementation 
Specifications 

• Required 
•Addressable 



Security Rule:  Safeguards 
• “Required”:  implement the specification. 
• “Addressable”:  

– Assess reasonableness of specification. 
– If spec is reasonable, implement it. 
– If spec is not reasonable,  

•  Document why it is not reasonable (e.g., size, cost, 
risk factors, etc.), and 

• Implement alternative if reasonable. 
• Must review and modify as needed. 



Security Rule:  Safeguards 
• Not technologically specific to accommodate 

technological advances. 
• May use measures that reasonably allow you to 

comply with standards considering: 
– Size, complexity and capabilities, 
– Technical infrastructure, hardware and software, 
– Costs, 
– Probability and criticality of risks. 



Security Rule:  Administrative 
Safeguards (164.308) 

• Assign security officer. 
• Implement policies, procedures and safeguards to minimize 

risks. 
• Sanction workforce members who violate policies. 
• Process for authorizing or terminating access to e-PHI. 
• Train workforce members on security requirements. 
• Process for responding to security incidents. 
• Review or audit information system activity. 
• Establish backup plans, disaster recovery plans, etc. 
• Periodically evaluate security measures. 



Security Rule:  Physical 
Safeguards (164.310) 

• Limit access to physical facilities and devices containing e-
PHI. 

• Document repairs and modifications to facilities. 
• Secure workstations. 
• Implement policies concerning proper use of workstations. 
• Implement policies concerning the flow of e-PHI into and 

out of the facility. 
• Implement policies for disposal of e-PHI. 
• Create a backup copy of e-PHI. 



Security Rule:  Technical 
Safeguards (164.312) 

• Assign unique names or numbers to track users. 
• Implement automatic logoff process. 
• Use encryption and decryption, where appropriate. 
• Implement systems to audit use of e-PHI. 
• Implement safeguards to protect e-PHI from alteration or 

destruction. 
• Implement methods to ensure e-PHI has not been altered 

or destroyed. 
• Implement verification process. 
• Protect data during transmission. 



OCR Security Rule Guidance 



OCR Security Series 



HealthIT.gov 

 



Security Rule:  Documentation 
• Implement written policies and procedures to 

comply with standards and specs. 
• Maintain documentation in written or electronic 

form. 
• Required 

– Maintain for 6 years from later of creation or last 
effective date. 

– Make documents available to persons responsible for 
implementing procedures. 

– Review and update documentation periodically. 
 



Security Rule:  Summary 
• Document your good faith risk analysis. 
• Work with IT to implement the safeguards in 45 CFR 

164.308-.312. 
– If addressable, document evaluation. 

• Develop policies concerning the safeguards. 
• Execute business associate agreements. 
• Train personnel. 
• Respond promptly to any violation. 
• Document your actions. 

 



Privacy Rule 
(45 CFR 164.500 et seq.) 

 



Privacy Rule: 
Use and Disclosure of PHI 

• Business associate may only access, use or disclose PHI as 
permitted or required by the BAA or applicable law. 
– Make sure BAA authorizes your uses or disclosures. 
– Cannot use the PHI internally unless allowed by your 

BAA. 
• Business associate cannot disclose PHI to subcontractor 

unless they have a BAA. 
– Make sure you have a BAA with subcontractors. 
– BAA must track the limits in the BAA with the covered 

entity. 



Privacy Rule: 
Use and Disclosure of PHI 

• Business associate may not access, use or disclose PHI in a 
manner that would violate the Privacy Rule if done by the 
covered entity. 
– Business associate must comply with: 

• HIPAA Privacy Rule limits on use or disclosure 
• Additional restrictions imposed by covered entity. 

– Business associate should confirm whether covered 
entity has agreed to additional restrictions through 
notice of privacy practices or other agreements. 
 



• Covered entity and business associate may not access, use 
or disclose PHI unless— 
– For purposes of the covered entity’s treatment, payment, or 

healthcare operations; 
– As required by other laws; 
– For certain safety or government purposes as listed in 45 CFR 

164.512; or 
– Have valid written authorization from individual. 

• Business associate must make reasonable efforts to limit 
PHI to the minimum necessary to accomplish intended 
purpose for the use, disclosure or request. 
– “Minimally necessary standard” 

Privacy Rule: 
Use and Disclosure of PHI 



Privacy Rule net effect: 
• Don’t access, use or disclose PHI unless: 

– Within scope of your services agreement or BAA, 
or  

– Directed to disclose it by covered entity. 
• Do not request, access, use or disclose more than is 

minimally necessary for requested purpose. 

Privacy Rule: 
Use and Disclosure of PHI 



Privacy Rule: 
Reasonable Safeguards 

• Implement administrative, physical and technical 
safeguards to limit improper intentional or 
inadvertent disclosures. 
– No liability for “incidental disclosures” if implemented 

reasonable safeguards. 
– Problem:  what is “reasonable”? 

• Protections are “scalable” and should not interfere 
with healthcare. 

• See OCR Guidance at www.hhs.gov/hipaa/for-
professionals/privacy/guidance 
 
 
 

http://www.hhs.gov/hipaa/for-professionals/privacy/guidance
http://www.hhs.gov/hipaa/for-professionals/privacy/guidance


Privacy Rule:  Tracking 
Disclosures 

• BAA requires business associates to assist covered entities in 
accounting for disclosures per 45 CFR 164.528. 

• BAA must track: 
– Disclosures in violation of HIPAA. 
– Disclosures required by law, to avoid serious harm, or to certain 

government agencies per 45 CFR 164.512. 
• BAA should log: 

– Date of disclosure. 
– Name and address of entity to whom disclosure made. 
– Describe PHI that was disclosed. 
– Describe purpose of disclosure. 

• Report improper disclosures to covered entity. 

 



HIPAA Breach Notification 
(45 CFR 164.400 et seq.) 

 



• If there is a breach of unsecured PHI,  
– Business associate must notify covered entity. 
– Covered entity must notify: 

• Each individual whose unsecured PHI has been or reasonably 
believed to have been accessed, acquired, used, or disclosed. 

• HHS. 
• Media, if more than 500 persons affected. 

• Reports may likely result in: 
– Patient complaints 
– OCR investigations 
– Costs and potential penalties 
 

Breach Notification 



Currently, only two methods to secure PHI: 
• Encryption of electronic PHI. 

– Transform data into a form in which there is a low probability of 
assigning meaning without use of a confidential process or key. 

– Notice provides processes tested and approved by National Institute 
of Standards and Technology (NIST). 

• Destruction of PHI. 
– Paper, film, or hard copy media is shredded or destroyed such that 

info cannot be read or reconstructed. 
– Electronic media is cleared, purged or destroyed consistent with NIST 

standards. 
• Guidance updated annually. 
(74 FR 42742 or www.hhs.gov/ocr/privacy) 

“Unsecured” PHI 



Breach 
• Acquisition, access, use or disclosure of protected health 

info in violation of Privacy Rules is presumed to be a breach 
unless the covered entity or business associate 
demonstrates that there is a low probability that the info 
has been compromised based on a risk assessment of the 
following factors: 
– nature and extent of PHI involved; 
– unauthorized person who used or received the PHI; 
– whether PHI was actually acquired or viewed; and 
– extent to which the risk to the PHI has been mitigated. 
unless an exception applies. 



• “Breach” does not include the following: 
– Unintentional acquisition, access or use by workforce 

member if made in good faith, within scope of authority, 
and PHI not further disclosed in violation of HIPAA Privacy 
Rule. 

– Inadvertent disclosure by authorized person to another 
authorized person at same covered entity, business 
associate, or organized health care arrangement, and PHI 
not further used or disclosed in violation of Privacy Rule.  

– Disclosure of PHI where covered entity or business 
associate have good faith belief that unauthorized person 
receiving info would not reasonably be able to retain info. 

Breach 



To determine if breach occurred 
1) Was there access, use or disclosure of PHI? 
2) Did it violate the Privacy Rule? 
3) Is there a low probability that the info has been 

“compromised”? 
• Risk assessment 

4) Does one of the exceptions apply, e.g., 
• Unintentional access by workforce member within 

job duties + no further violation. 
• Inadvertent disclosure to another person authorized to 

access PHI + no further violation. 
• Improbable that PHI may be retained. 

 
* Document foregoing. 



• Business associate must notify covered entity of breach of 
unsecured PHI. 
– Without unreasonable delay but no more than  

60 days from discovery (or time stated in BAA). 
• “Discovery” = time that anyone (except violator) knew or 

should have known of the breach. 

– Notice shall include to extent possible: 
• Identification of individuals affected. 
• Description of what happened, including date of breach and 

discovery. 
• Description of type of PHI affected. 
• What is being done to mitigate. 

 

Notice by Business Associate 



Notice by Business Associates 
• In addition to reportable “breaches” of PHI, business 

associate must also report to covered entity: 
– Uses or disclosures in violation of HIPAA. 
– Uses or disclosures in violation of the BAA. 
– “Security incidents”, i.e., attempted or successful 

unauthorized access, use, disclosure, modification, or 
destruction of info or interference with system 
operations in an info system. 

• BAA may impose additional requirements on business 
associate re breaches or reports. 



• If have breach of unsecured PHI involving 500+ persons— 
– Time and cost to investigate facts. 
– Time and cost to prepare, send, and pay for letters to 500 

patients, personal representatives, or next of kin. 
– Time and cost to respond to inquiries from individuals, e.g., 

even if 20% respond, that is 100 patients. 
– Cost of toll-free number for 90 days. 
– Cost of media notices and website updates. 
– Notice may lead to additional actions by— 

• Angry clients or individuals. 
• HHS enforcement 
• Media inquiries 

– Potential loss of business due to adverse publicity. 
• Better to comply! 

Costs of Notice 



If you think you have a breach 
• Act immediately to mitigate or correct the breach. 

– Retrieve the info. 
– Confirm that the info has not been improperly accessed, used or 

disclosed, or if it has, obtain assurance that it will not be further 
disclosed. 

• Notify supervisor immediately. 
• Notify the covered entity if required. 
• Correct any process that resulted in improper disclosures. 
• Remember:  prompt action may allow parties to— 

– Satisfy duty to mitigate. 
– Avoid disclosure and breach reporting obligation. 
– Defend against HIPAA penalties. 



Liability for Acts of  
Business Associates or Subs 

 



Liability for Acts of  
Business Associate or Subs 

• Covered entity or business associate violates HIPAA if: 
– Knew of a pattern of activity or practice of the business 

associate/subcontractor that constituted a material breach 
or violation of the business associate’s/subcontractor’s 
obligation under the contract or other arrangement;  

– Failed to take reasonable steps to cure the breach or end 
the violation, as applicable; or 

– Failed to terminate the contract or arrangement, if feasible. 
(45 CFR 164.504(e)(1)) 



Liability for Acts of  
Business Associate of Subs 

• Covered entity or business associate is liable, in accordance with the 
Federal common law of agency, for the acts or omissions of a business 
associate/subcontractor acting with the scope of the agency.  

(45 CFR 160.402(c)). 

• Test:  right or authority of a covered entity to control the business 
associate’s conduct. 

• Factors: 

– Contract terms. 
– Right to give interim directions or control details. 
– Relative size or power of the entities. 

• Maintain independent contractor status! 
(78 FR 5581-82)  



Additional Resources 



     www.hhs.gov/hipaa 



HealthIT.gov 

 



Holland & Hart Website 

 

HIPAA Resources 



Questions? 

 
Teresa D. Locke 

Holland & Hart LLP 
tlocke@hollandhart.com 

(303) 295-8480 
 
 

 

mailto:kcstanger@hollandhart.com

	HIPAA for Business Associates
	Slide Number 2
	Overview
	Written Materials
	Health Insurance Portability and Accountability Act, 42 CFR part 164
	HIPAA History
	Why you should care about HIPAA
	Civil Penalties�(45 CFR 160.404)
	Civil Penalties
	Civil Penalties
	Criminal Penalties�(42 USC 1320d-6(a))
	Criminal Penalties
	State Attorney General Lawsuits
	Civil Penalties
	Additional Reasons to Comply
	Avoiding HIPAA Penalties
	Whom and What Does it Cover?
	Protected Health Info (“PHI”) (45 CFR 160.103)
	Covered Entities�(45 CFR 160.103)
	Business Associates�(45 CFR 160.103)
	Business Associates
	Not Business Associates
	Business Associate Decision Tree
	Business Associate Obligations
	Business Associate Obligations
	Business Associate Obligations
	Business Associate Agreements (“BAA”)
	BAA
	BAA
	BAA:  Required Terms
	BAA:  Required Terms
	BAA:  Required Terms
	BAA:  Required Terms
	BAA:  Required Terms
	OCR Sample BAA Language
	Beware  BAA:  Pro-Covered Entity Terms
	BAA:  Pro-Business Associate Terms
	BAA Negotiation
	BAA:  Summary
	HIPAA Security Rule�(45 CFR 164.300 et seq.)
	Security Rule
	Security Rule:  The Good News
	Remember…
	Security Rule:  Risk Analysis
	HHS Guidance re Risk Analysis
	HHS Risk Assessment Tool
	NIST Special Publication 800-30 Revision 1 (Sept. 2012)
	Security Rule:  Safeguards �(45 CFR 164.308-.312)
	Security Rule:  Safeguards
	Security Rule:  Safeguards
	Security Rule:  Administrative Safeguards (164.308)
	Security Rule:  Physical Safeguards (164.310)
	Security Rule:  Technical Safeguards (164.312)
	OCR Security Rule Guidance
	OCR Security Series
	HealthIT.gov
	Security Rule:  Documentation
	Security Rule:  Summary
	Privacy Rule�(45 CFR 164.500 et seq.)
	Privacy Rule:�Use and Disclosure of PHI
	Privacy Rule:�Use and Disclosure of PHI
	Privacy Rule:�Use and Disclosure of PHI
	Privacy Rule:�Use and Disclosure of PHI
	Privacy Rule:�Reasonable Safeguards
	Privacy Rule:  Tracking Disclosures
	HIPAA Breach Notification�(45 CFR 164.400 et seq.)
	Breach Notification
	“Unsecured” PHI
	Breach
	Breach
	To determine if breach occurred
	Notice by Business Associate
	Notice by Business Associates
	Costs of Notice
	If you think you have a breach
	Liability for Acts of �Business Associates or Subs
	Liability for Acts of �Business Associate or Subs
	Liability for Acts of �Business Associate of Subs
	Additional Resources
	     www.hhs.gov/hipaa
	HealthIT.gov
	Holland & Hart Website
	Questions?

