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This presentation is similar to any other legal education 
materials designed to provide general information on 
pertinent legal topics. The statements made as part of the 
presentation are provided for educational purposes only. 
They do not constitute legal advice nor do they necessarily 
reflect the views of Holland & Hart LLP or any of its 
attorneys other than the speaker. This presentation is not 
intended to create an attorney-client relationship between 
you and Holland & Hart LLP. If you have specific questions 
as to the application of law to your activities, you should 
seek the advice of your legal counsel.



Holland & Hart Webinar Series
Our 2017 HIPAA Compliance Webinars:
12/22/16 Risk Assessments
2/7/17 Security Rule
2/9/17 Privacy Rule
2/16/17 Business Associates
2/23/17 Responding to Breaches

Webinars and materials are available at 
http://www.hhhealthlawblog.com/webinar-recordings-
and-presentations.  

HIPA
A



Overview
• Why should you care about 

business associates?
• Who are business associates?
• What must business associates do?

– Business associate agreements.
– Security Rule requirements.
– Privacy Rule requirements.
– Breach Notification Rule requirements.

• Liability for business associates and subcontractors.
• Additional resources.



Written Materials
• Written materials

– .ppt slides
– OCR, Terms for Business Associate Agreement.
– OCR, Guidance on HIPAA & Cloud Computing.
– Stanger, Business Associate Decision Tree.
– Stanger, Complying with HIPAA:  A Checklist for Business 

Associates
– Stanger, Checklist for Business Associate Agreements.
– Stanger, Avoiding Business Associate Agreements.

• Written materials are available per the webinar instructions or 
contact me at kcstanger@hollandhart.com.

• Submit questions per Web-Ex “chat” function or contact me at 
kcstanger@hollandhart.com.



Why you should care about 
HIPAA and business associates

Covered Entities

Business 
AssociatesHIPAA



HIPAA Liability
• HIPAA penalties apply to:

– Covered entities
• Healthcare providers who engage in certain electronic 

transactions.
• Health plans, including employee group plans:

– with 50 or more participants, or 
– that are administered by a third party.

• Healthcare clearinghouses.
– Business associates, including subcontractors of 

business associates.



Criminal Penalties
(42 USC 1320d-6(a))

• Applies if employees or other individuals obtain or 
disclose protected health info from covered entity 
without authorization.

Conduct Penalty

Knowingly obtain info in violation of the law • $50,000 fine
• 1 year in prison

Committed under false pretenses • 100,000 fine
• 5 years in prison

Intent to sell, transfer, or use for commercial gain, 
personal gain, or malicious harm

• $250,000 fine
• 10 years in prison



Civil Penalties
(45 CFR 160.404)

Conduct Penalty

Did not know and should not have 
known of violation

• $100 to $50,000 per violation
• Up to $1.5 million per type per year
• No penalty if correct w/in 30 days 
• OCR may waive or reduce penalty

Violation due to reasonable cause • $1000 to $50,000 per violation
• Up to $1.5 million per type per year
• No penalty if correct w/in 30 days
• OCR may waive or reduce penalty

Willful neglect, 
but correct w/in 30 days

• $10,000 to $50,000 per violation
• Up to $1.5 million per type per year
• Penalty is mandatory

Willful neglect,
but do not correct w/in 30 days

• At least $50,000 per violation
• Up to $1.5 million per type per year
• Penalty is mandatory



HIPAA Fines/Settlements Over Last Year
Conduct Penalty

Loss or theft of unencrypted devices with info of 7,000+ patients $3,200,000

Theft of unencrypted USB with info of 2,209 individuals $2,200,000

Patient info accessible through internet searches $2,140,500

BA lost unencrypted backup tapes of 14,000 persons; CE liable for failing to 
review and update BAA to include privacy and security rule requirements.

$400,000

Widespread breaches involving 4,000,000 persons; among other things, CE 
failed to obtain BAAs.

$5,500,000

Theft of unencrypted laptop exposing info of 10,000 patients $2,750,000

BA lost x‐rays of 17,300 patients; CE liable for failing to execute a BAA $750,000

Hospital laptop containing 13,000 patients’ info stolen from car $3,900,000

BA’s laptop containing 9,497 patients’ info stolen; CE liable for failing to 
execute a BAA

$1,550,000

Theft of BA’s unsecured iPhone containing info of 412 persons. $650,000



Civil Penalties

• Accretive Health pays $2.5 million

Business associate pays $2.5 million



Lessons from recent 
settlements

• Covered entities:
– Ensure you have BAAs in place.
– Ensure your BAAs comply with 2013 omnibus rule 

requirements.
• Business associates:

– Ensure you comply with—
• HIPAA security rules.
• BAA terms.



Who are Business Associates?



Business Associates
(45 CFR 160.103)

• Entities that create, receive, maintain, or transmit PHI on behalf of a 
covered entity to perform:
– A function or activity regulated by HIPAA (e.g., healthcare operations, 

payment, covered entity function), or
– Certain identified services (e.g., billing or claims management, legal, 

accounting, or consulting services).
– Health information organizations and e-prescribing gateways.
– Data transmission companies if they routinely access PHI.
– Data storage companies (e.g., cloud computing, off-site storage facilities) 

even if they do not access PHI or data is encrypted.
– Patient safety organizations.

• Covered entities acting as business associates.
• Subcontractors of business associates.



Business Associates

Covered Entity
(Healthcare Provider 

or Health Plan)

Business Associate

Subcontractor(s)

PHI

PHI Business 
Associates



Not Business Associates
• Members of covered entity’s workforce.

– Covered entity has control over the person.

• Entities who do not handle PHI as part of their job duties.
– Janitor, mailman, some vendors, etc.

• Entities that receive PHI to perform functions on their own behalf, not on 
behalf of covered entity.
– E.g., banks, third party payors, etc.

• Other healthcare providers while providing treatment.
• Data transmission companies that do not routinely access PHI.

– Entity is mere “conduit” of PHI.

• Members of an organized healthcare arrangement.
– Group of entities that provide coordinated care.

See Article, Avoiding BAAs



Will an outside entity (“Entity”) provide services to or on behalf of the covered entity?

[Note:  This does not apply to (1) an employee, volunteer, trainee, or other person whose conduct is under the direct 
control of the covered entity, (2) an entity who is performing functions as part of the covered entity’s organized health 
care arrangement,1 or (3) entities who receive info for their own purposes, and not to provide services to or on behalf 
of the covered entity (e.g., payors, government agencies, independent researchers, etc.).]

Will the Entity create, receive, maintain or transmit PHI in the course of providing services to or on behalf of the 
covered entity?  

[Note:  This does not apply to entities who may incidentally see or hear PHI, but whose job duties for the covered 
entity do not involve the creation, receipt, maintenance, or transmission of PHI (e.g., a janitor, delivery person, or 
electrician who happens to be providing services in the building)].

Does the Entity provide legal, actuarial, accounting, consulting, data aggregation, management, administrative, 
accreditation, or financial services to or for the covered entity?

OR
Does the Entity provide claims processing or administration; data analysis, processing or administration; or utilization 
review, quality assurance, patient safety activities, billing, benefit management, practice management, or repricing
services for the covered entity?

OR
Is the Entity a health information organization, e-prescribing gateway, or other entity that provides data transmission 
services with respect to PHI and the entity requires access to the PHI on a routine access (i.e., the entity is not 
merely the conduit for the information)?

OR
Does the Entity offer a personal health record to one or more individuals on behalf of the covered entity?

The Entity is a business associate.  You must execute a valid business associate agreement with the Entity before 
disclosing PHI to the Entity.  The business associate agreement must contain the elements in 45 CFR §§ 164.314(a) 
and 164.504(e)

Is the Entity a healthcare provider who is receiving the PHI for purposes of treating the individual?

The Entity is not a 
business associate

The Entity is not a 
business associate

The Entity is not a 
business associate

The Entity is not a 
business associate

Yes

Yes

Yes
Yes

No

No

No

No

Business Associate Decision Tree



https://www.hhs.gov/hipaa/for-professionals/special-
topics/cloud-computing/index.html



Cloud Services Providers
• CSPs are BAs if they store PHI even though:

– They do not access data.
– Data is encrypted and CSP does not have access key.

• Must still ensure the availability and integrity as well 
as confidentiality of the e-PHI.

• Must have BAA with CSP.
• CSP not liable if it did not know CE was using CSP to 

create, receive, maintain or transmit PHI.
– Upon learning of such acts, CSP must correct situation 

within 30 days.



Business Associate Obligations



Business Associate Obligations
• Execute and comply with the terms of the business associate 

agreement with covered entity.
– Must contain certain terms required by HIPAA.

• Comply with the Security Rule.
– Appoint security officer.
– Perform and document a risk assessment.
– Implement required safeguards.
– Execute agreements with subcontractors.
– Maintain written policies and procedures.
– Train personnel.

• Comply with minimum necessary standard.
• Report breaches of unsecured PHI to covered entity.

May be difficult for 
some business 
associates and 

subcontractors to 
comply



Business Associate Obligations
• Business associates directly liable under HIPAA for:

– Use and disclosures in violation of the BAA or the Privacy 
Rule, including minimum necessary standard.

– Failing to comply with the Security Rule.
– Failing to notify covered entity of a reportable breach.
– Failing to disclose PHI to HHS in response to investigation.
– Failing to disclose PHI in response to an individual’s request 

for e-PHI.
– Failing to execute agreements with subcontractors.
– Failing to address breach by subcontractor.



Business Associate Agreements 
(“BAA”)

Business Associate



BAA
• Covered entity must have BAA before disclosing PHI to 

business associate or authorizing business associate to 
create or receive PHI for covered entity.
– BAA limits business associate’s use of PHI.

• Business associate must have BAA with subcontractor.
– Must match scope of BAA between covered entity and business 

associate.

• Must comply with terms of BAA.
– Breach of contract with covered entity.
– HIPAA penalties imposed by OCR.

• Must comply with HIPAA even if no BAA.



BAA

Covered Entity
(Healthcare Provider 

or Health Plan)

Business Associate

Subcontractor(s)

BAA

Subcontractor BAA 
must mirror the 
BAA with the 
covered entity

BAA

BAA

Covered Entity 
must ensure 
there is BAA

Business 
Associate must 
ensure there is 

BAA



BAA:  Required Terms
• Establish permitted uses of PHI.

– Business associate may only use or disclose PHI:
• As allowed by BAA, or
• As required by law.

– May allow business associate to use for its internal 
management or administration.

– Business associate may not use or disclose PHI in a  
manner that would violate the Privacy Rule if done by 
covered entity.

• Beware situations where covered entity has limited use or 
disclosure through, e.g., Notice of Privacy Practices or 
agreement.



BAA:  Required Terms
• Implement safeguards to protect PHI.

– Privacy Rule safeguards are not specified.
• Comply with HIPAA Security Rule.

– Perform and document a risk assessment.
– Implement administrative, technical and physical 

safeguards.
– Execute subcontractor BAAs.
– Maintain written policies and documentation.
– Train personnel.



BAA:  Required Terms
• Report to covered entity:

– Breaches of unsecured PHI.
• Per breach reporting rules.

– Use or disclosure of PHI not allowed by BAA.
• HIPAA violations even if not reportable breach.
• BAA violations even if doesn’t violate HIPAA.

– “Security incidents”, i.e., attempted or successful 
unauthorized access, use, disclosure, modification, or 
destruction of info or interference with system 
operations in an info system.



BAA:  Required Terms
• Cooperate in providing individuals with access to PHI in 

designated record set.
• Cooperate in amending records in designated record set.
• Cooperate in providing accounting of disclosures of PHI in 

designated record set.
– Must log improper disclosures and certain disclosures 

for public safety or government functions, including:
• Date of disclosure;
• Name of entity receiving disclosure;
• Description of info disclosed; and
• Describe purpose of disclosure.



BAA:  Required Terms
• If covered entity delegates its functions to business 

associate, comply with HIPAA as to those functions.
• Make internal records available to HHS for inspection.
• Execute BAAs with subcontractors.

– Must parallel BAA with covered entity.
• Authorize termination if business associate violates terms.
• Upon termination of BAA:

– Return or destroy all PHI if feasible.
– If not feasible to return or destroy PHI, comply with BAA 

as to any PHI it retains.



https://www.hhs.gov/hipaa/for-professionals/covered-
entities/sample-business-associate-agreement-provisions/index.html



BAA:  Pro-Covered Entity Terms
• Covered entities may want to add these terms:

– Business associate must report or act within x days.
– Business associate must implement policies.
– Business associate must encrypt or implement other safeguards.
– Business associate must carry data breach insurance.
– Business associate notifies individuals of breaches and/or reimburses covered 

entity for costs of the notice.
– Business associate defends and indemnifies for losses, claims, etc.
– Business associate is an independent contractor, not agent.
– Business associate assumes liability for subcontractors.
– Allow termination of underlying agreement.
– Must have consent to operate outside the United States.
– Covered entity has right to inspect and audit.
– Cooperate in HIPAA investigations or actions.

* Business associate may want these in subcontracts.



BAA:  Pro-BA Terms
• Business associates and subs probably want to add these:

– Covered entity will not disclose PHI unless necessary.
– Covered entity will not request action that violates HIPAA.
– Covered entity has obtained necessary authorizations.
– Covered entity will not agree to restrictions on PHI that will adversely affect business 

associate.
– Covered entity will notify business associate of all such restrictions.
– Covered entity will reimburse for additional costs.
– Blanket reporting for security incidents.
– Specify business associate does not maintain designated record set.
– Reserve the right to terminate based on restrictions or other change that adversely 

affects business associate.
– Subcontractors are independent contractors, not agents.
– Mutual indemnification.
– Limitation or cap on damages.



BAA Negotiation
It comes down to bargaining power…



BAA Negotiation
• Covered entities often require BAA even if contractor is not 

a BA as defined by HIPAA.
– Covered entity may not understand definition of BA.
– Covered entity may want to play it safe.
– BA may want to explain or make BAA conditional on BA status.
– BA may want to propose confidentiality agreement instead.

• Covered entities may insist on BAA terms that are not 
required or exceed scope of HIPAA.
– Matter of contract negotiation.

• As a practical matter, BA may have to agree to BAA terms if 
it wants to do business with the covered entity.



BAA:  Summary
• CEs:  when in doubt, demand BAA.
• BAs:  do not assume BAA liability unless you must.
• Review terms of BAA carefully.

– Beware terms that are not required by HIPAA.
– Beware terms that increase liability.

• Remember:  if you are a BA, you must comply with HIPAA 
requirements whether or not you have a BAA.

• Ensure you comply with BAA terms.
– Ensure your workforce understands requirements.
– You likely must report disclosures in violation of BAA.
– Disclosures in violation of BAA are HIPAA violations.



HIPAA Security Rule
(45 CFR 164.300 et seq.)

• If business 
associate creates, 
receives, 
maintains or 
transmits 
electronic PHI….





Security Rule
• Designed to protect electronic PHI (“e-PHI”)

– Confidentiality
– Integrity
– Availability

• General requirements
– Conduct risk analysis of system vulnerabilities.
– Implement specific administrative, technical and physical 

safeguards.
– Execute business associate agreements.
– Maintain written policies.
– Train personnel.



https://www.healthit.gov/providers-professionals/security-
risk-assessment-tool



Security Rule:  Safeguards 
(45 CFR 164.308-.312)

Administrative 
Safeguards

Physical 
Safeguards

Technical
Safeguards

Standards

Implementation
Specifications

• Required
•Addressable

Standards Standards

Implementation
Specifications

• Required
•Addressable

Implementation
Specifications

• Required
•Addressable



Security Rule:  Administrative 
Safeguards (164.308)

• Assign security officer.
• Implement policies, procedures and safeguards to minimize 

risks.
• Sanction workforce members who violate policies.
• Process for authorizing or terminating access to e-PHI.
• Train workforce members on security requirements.
• Process for responding to security incidents.
• Review or audit information system activity.
• Establish backup plans, disaster recovery plans, etc.
• Periodically evaluate security measures.



Security Rule:  Physical 
Safeguards (164.310)

• Limit access to physical facilities and devices containing e-
PHI.

• Document repairs and modifications to facilities.
• Secure workstations.
• Implement policies concerning proper use of workstations.
• Implement policies concerning the flow of e-PHI into and 

out of the facility.
• Implement policies for disposal of e-PHI.
• Create a backup copy of e-PHI.



Security Rule:  Technical 
Safeguards (164.312)

• Assign unique names or numbers to track users.
• Implement automatic logoff process.
• Use encryption and decryption, where appropriate.
• Implement systems to audit use of e-PHI.
• Implement safeguards to protect e-PHI from alteration or 

destruction.
• Implement methods to ensure e-PHI has not been altered 

or destroyed.
• Implement verification process.
• Protect data during transmission.



https://www.hhs.gov/hipaa/for-
professionals/security/guidance/index.html?language=es



Security Rule:  Documentation
• Implement written policies and procedures to 

comply with standards and specs.
• Maintain documentation in written or electronic 

form.
• Required

– Maintain for 6 years from later of creation or last 
effective date.

– Make documents available to persons responsible for 
implementing procedures.

– Review and update documentation periodically.



Security Rule:  Summary
• Document your good faith risk analysis.
• Work with IT to implement the safeguards in 45 CFR

164.308-.312.
– If addressable, document evaluation.

• Develop policies concerning the safeguards.
• Execute business associate agreements.
• Train personnel.
• Respond promptly to any violation.
• Document your actions.



Privacy Rule
(45 CFR 164.500 et seq.)



Privacy Rule:
Use and Disclosure of PHI

• Business associate may only access, use or disclose PHI as 
permitted or required by the BAA or applicable law.
– Make sure BAA authorizes any uses or disclosures.
– BA may not use the PHI internally unless allowed by 

BAA.
• Business associate may not disclose PHI to subcontractor 

unless they have a BAA.
– BA:  make sure you have a BAA with subcontractors.
– BAA must track the limits in the BAA with the covered 

entity.



Privacy Rule:
Use and Disclosure of PHI

• Business associate may not access, use or disclose PHI in a 
manner that would violate the Privacy Rule if done by the 
covered entity.
– Business associate must comply with:

• HIPAA Privacy Rule limits on use or disclosure
• Additional restrictions imposed by covered entity.

– Business associate should confirm whether covered 
entity has agreed to additional restrictions through 
notice of privacy practices or other agreements.



• Covered entity and business associate may not access, use 
or disclose PHI unless—
– For purposes of the covered entity’s treatment, payment, or 

healthcare operations;
– As required by other laws;
– For certain safety or government purposes as listed in 45 CFR

164.512; or
– Have valid written authorization from individual.

• Business associate must make reasonable efforts to limit 
PHI to the minimum necessary to accomplish intended 
purpose for the use, disclosure or request.
– “Minimally necessary standard”

Privacy Rule:
Use and Disclosure of PHI



Privacy Rule net effect:
• Don’t access, use or disclose PHI unless:

– Within scope of your services agreement or BAA, 
or 

– Directed to disclose it by covered entity.
• Do not request, access, use or disclose more than is 

minimally necessary for requested purpose.

Privacy Rule:
Use and Disclosure of PHI



Privacy Rule:
Reasonable Safeguards

• Implement administrative, physical and technical 
safeguards to limit improper intentional or 
inadvertent disclosures.
– No liability for “incidental disclosures” if implemented 

reasonable safeguards.
– Problem:  what is “reasonable”?

• Protections are “scalable” and should not interfere 
with healthcare.

• See OCR Guidance at 
www.hhs.gov/ocr/hipaa/privacy



Privacy Rule:  Tracking 
Disclosures

• BAA requires business associates to assist covered entities in 
accounting for disclosures per 45 CFR 164.528.

• BAA must track:
– Disclosures in violation of HIPAA.
– Disclosures required by law, to avoid serious harm, or to certain 

government agencies per 45 CFR 164.512.
• BAA should log:

– Date of disclosure.
– Name and address of entity to whom disclosure made.
– Describe PHI that was disclosed.
– Describe purpose of disclosure.

• Report improper disclosures to covered entity.



Privacy Rule:  De-Identifying 
Info

• BAA may authorize business associate to “de-
identify” PHI if covered entity chooses.
– Include in BAA.
– Once info is “de-identified”, HIPAA no longer applies to 

it and business associate may use it.
• Business associate may not de-identify or use de-

identified info unless authorized by covered entity.



Terminating Access
• BA may not impermissibly block or terminate 

covered entity’s access to PHI.
– Privacy Rule prohibits BA’s improper “use” through 

blocking or terminating access to the customer, e.g., 
“Kill switch” in software following payment dispute.

– Security Rule requires BA to ensure the confidentiality, 
integrity and availability of e-PHI.

• Upon termination, BA must return PHI as provided 
in BAA.

(See FAQ at https://www.hhs.gov/hipaa/for-professionals/faq/2074/may-a-
business-associate-of-a-hipaa-covered-entity-block-or-terminate-
access/index.html?language=es) 



Terminating Access
• Covered entity may not agree with BA to terms that 

would prevent the covered entity from being able to 
access or obtain its PHI.

(See FAQ at https://www.hhs.gov/hipaa/for-professionals/faq/2074/may-a-
business-associate-of-a-hipaa-covered-entity-block-or-terminate-
access/index.html?language=es) 



HIPAA Breach Notification
(45 CFR 164.400 et seq.)



• If there is a breach of unsecured PHI, 
– Business associate must notify covered entity.
– Covered entity must notify:

• Each individual whose unsecured PHI has been or reasonably 
believed to have been accessed, acquired, used, or disclosed.

• HHS.
• Media, if more than 500 persons affected.

• Reports may likely result in:
– Patient complaints
– OCR investigations
– Costs and potential penalties

Breach Notification



Currently, only two methods to secure PHI:
• Encryption of electronic PHI.

– Transform data into a form in which there is a low probability of 
assigning meaning without use of a confidential process or key.

– Notice provides processes tested and approved by National Institute 
of Standards and Technology (NIST).

• Destruction of PHI.
– Paper, film, or hard copy media is shredded or destroyed such that 

info cannot be read or reconstructed.
– Electronic media is cleared, purged or destroyed consistent with NIST 

standards.
• Guidance updated annually.
(74 FR 42742 or www.hhs.gov/ocr/privacy)

“Unsecured” PHI



Breach
• Acquisition, access, use or disclosure of protected health 

info in violation of Privacy Rules is presumed to be a breach 
unless the covered entity or business associate 
demonstrates that there is a low probability that the info 
has been compromised based on a risk assessment of the 
following factors:
– nature and extent of PHI involved;
– unauthorized person who used or received the PHI;
– whether PHI was actually acquired or viewed; and
– extent to which the risk to the PHI has been mitigated.
unless an exception applies.



• Business associate must notify covered entity of breach of 
unsecured PHI.
– Without unreasonable delay but no more than 

60 days from discovery (or time stated in BAA).
• “Discovery” = time that anyone (except violator) knew or 

should have known of the breach.

– Notice shall include to extent possible:
• Identification of individuals affected.
• Description of what happened, including date of breach and 

discovery.
• Description of type of PHI affected.
• What is being done to mitigate.

Notice by Business Associate



Notice by Business Associates
• In addition to reportable “breaches” of PHI, business 

associate must also report to covered entity:
– Uses or disclosures in violation of HIPAA.
– Uses or disclosures in violation of the BAA.
– “Security incidents”, i.e., attempted or successful 

unauthorized access, use, disclosure, modification, or 
destruction of info or interference with system 
operations in an info system.

• BAA may impose additional requirements on business 
associate re breaches or reports.



Reporting “Security Incidents”
• “The Security Rule … is flexible and does not prescribe the level 

of detail, frequency, or format of reports of security incidents, 
which may be worked out between the parties to the business 
associate agreement (BAA).  For example, the BAA may 
prescribe differing levels of detail, frequency, and formatting of 
reports based on the nature of the security incidents – e.g., 
based on the level of threat or exploitation of vulnerabilities, 
and the risk to the ePHI they pose.  The BAA could also specify 
appropriate responses to certain incidents and whether 
identifying patterns of attempted security incidents is 
reasonable and appropriate.”

(https://www.hhs.gov/hipaa/for-professionals/special-
topics/cloud-computing/index.html). 



Reporting “Security Incidents”
• A BA “may decide that certain types of attempted or successful 

security incidents or patterns of attempted or successful incidents, 
such as a “ping” (a request-response utility used to determine 
whether a specific Internet Protocol (IP) address, or host, exists or is 
accessible) on the [BA’s] communications network initiated from an 
external source, could be reported to the [CE] in a monthly report that 
only includes an aggregate number of pings that month. Based on its 
analysis, the [BA] may also determine that other types of incidents, 
such as suspicious patterns of “pings” on the [CE’s] communications 
network initiated from an external source, or a specific malicious 
security incident, would require a detailed report to the [CE] as soon 
as the [BA] becomes aware of them.”  

(https://www.hhs.gov/hipaa/for-professionals/faq/2016/under-the-security-rule-
must-plan-sponsors-report-security-incidents-to-the-group-plan/) 



Liability for Acts of 
Business Associates or Subs



Liability for Acts of 
Business Associate or Subs

• Covered entity or business associate violates HIPAA if:
– Knew of a pattern of activity or practice of the business 

associate/subcontractor that constituted a material breach 
or violation of the business associate’s/subcontractor’s 
obligation under the contract or other arrangement; 

– Failed to take reasonable steps to cure the breach or end 
the violation, as applicable; or

– Failed to terminate the contract or arrangement, if feasible.
(45 CFR 164.504(e)(1))

• Maybe if failed to execute BAA.  
– See recent settlements.



Liability for Acts of 
Business Associate of Subs

• CE or BA is liable, in accordance with the Federal common law 
of agency, for the acts or omissions of a BA/sub-BA acting with 
the scope of the agency. 

(45 CFR 160.402(c)).

• Test:  right or authority of a CE covered entity to control the BA’s 
conduct.
– Contract terms.
– Right to give interim directions or control details.
– Relative size or power of the entities.

• Maintain independent contractor status!
(78 FR 5581-82) 



No Duty to Monitor BA
• “[HIPAA] does not require a covered entity to 

actively monitor the actions of its business 
associates …. Rather, the Rule only requires that, 
where a covered entity knows of a pattern of activity 
or practice that constitutes a material breach or 
violation of the business associate’s obligations 
under the contract, the covered entity take steps to 
cure the breach or end the violation. See §
164.504(e)(1).”

(67 FR 53252; see also FAQ available at https://www.hhs.gov/hipaa/for-
professionals/faq/236/covered-entity-liable-for-action/index.html). 



Requiring BA to Provide Documents 
or Audits of Its Compliance

• “The HIPAA Rules do not expressly require that a [BA] provide 
documentation of its security practices to or otherwise allow a 
customer to audit its security practices. ”

• “However, customers may require from a [BA] (through the BAA, 
service level agreement, or other documentation) additional 
assurances of protections for the PHI, such as documentation of 
safeguards or audits, based on their own risk analysis and risk 
management or other compliance activities.”

(https://www.hhs.gov/hipaa/for-professionals/special-
topics/cloud-computing/index.html) 



Additional Resources



http://www.hhs.gov/hipaa
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HIPAA Resources
• OCR website:  www.hhs.gov/ocr/hipaa

– Regulations
– Summary of regulations
– Frequently asked questions
– Guidance regarding key aspects of privacy and security rules
– Sample business associate agreement
– Portal for breach notification to HHS
– Enforcement updates

• OCR listserve
– Notice of HIPAA changes
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https://www.hhs.gov/hipaa/for-
professionals/privacy/guidance/business-
associates/index.html?language=es



https://www.hollandhart.com/healthcare#overview
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2/23 Responding to HIPAA 
Breaches

• To receive notices or client 
alerts, contact me at 
kcstanger@hollandhart.com.
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Kim C. Stanger
Holland & Hart LLP
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