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This presentation is similar to any other seminar designed
to provide general information on pertinent legal topics.
The statements made and any materials distributed as
part of this presentation are provided for educational
purposes only. They do not constitute legal advice nor do
they necessarily reflect the views of Holland & Hart LLP or
any of its attorneys other than the speakers. This
presentation is not intended to create an attorney-client
relationship between you and Holland & Hart LLP. If you
have specific questions as to the application of the law to
your activities, you should seek the advice of your legal
counsel.
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Andrew Shaxted works with global healthcare, life sciences, and med device companies to 
audit, advise, and implement policies and procedures required under US and international 
data privacy law. In his work, Andrew drafts expert reports, advises execs and board 
members on an array of data privacy risk topics, supports data breach response events, and 
works with organizations to implement data privacy risk management programs.

Mr. Shaxted holds a B.A. from Purdue University and a J.D. from DePaul University. He speaks 
regularly at industry conferences on the topic of emerging data privacy trends and was 
recently featured on CNBC’s Squawk Box to discuss the implications of the California 
Consumer Privacy Act  (the CCPA). Andrew holds his CIPM, CIPP/E as well as CIPP/US 
cer fica ons. Andrew is licensed to prac ce law in Illinois.  

Representative Engagements:

• Designed and implemented a global data privacy compliance program for a multi-national, 
publicly-traded healthcare technology and services company. 

• Designed and implemented a Global Data Privacy Program and enhanced data mapping 
process for a German-based Fortune 150 Pharma and Lifesciences company.

• Performed an end-to-end HIPAA Security Rule and HIPAA Privacy Rule assessments across 
a portfolio of med devices, analytics software products, and back-office Revenue Cycle 
Management services totaling ~600 assessments points.

• Drafted an expert report for a California-based substance abuse and behavioral health 
provider, identifying gaps under the HIPAA Security Rule in response to impending OCR 
enforcement actions.

• Drafted an expert report to be used in civil proceedings for a New Jersey based fertility 
clinic and pharmacy to substantiate HIPAA Security Rule compliance. 

Andrew Shaxted

Senior Director, Technology
+1 773 658 0241 | andrew.shaxted@fticonsulting.com | Boise, ID
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Information Governance, Privacy & 
Security Practice Offerings
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Cybersecurity in Healthcare
• Ransomware encrypts your IT 

system so that you may not 
access it, including:
– Patient records
– Financial records
– Employment records

• Hacker accesses data on 
your system

• Hacker manipulates or 
corrupts data on medical 
devices

• Employee error leads to 
access to hundreds of 
patient records

What are the 
consequences 
to your 
organization?



Cybersecurity in Healthcare
• Ransomware encrypts your IT 

system so that you may not 
access it, including:
– Patient records
– Financial records
– Employment records

• Hacker accesses data on your 
system

• Hacker manipulates or corrupts 
data on medical devices

• Employee error leads to access 
to thousands of patient records

• Harm to patients
• Inability to access data
• Corruption of data
• Forced to transfer patients
• Disruption of operations
• Lost revenue
• Cost of response
• Loss or damage to 

equipment
• Bad public relations
• Fines and penalties
• Lawsuits
• Others?



Cybersecurity Laws



Cyberliability Laws
• Health Insurance Portability and Accountability Act 

(“HIPAA”), 45 CFR part 164
– Privacy Rule.  
– Security Rule
• Perform periodic risk assessment.
• Implement administrative, technical and physical safeguards.
– Policies and procedures
– Technical solutions
– Encryption

• Execute business associate agreements.
– Breach Notification Rule
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Cyberliability Laws

• Federal Trade Comm’n Act (“FTCA”) § 5 (15 USC 45(a))
– Prohibits unfair or deceptive acts affecting commerce. 

• Deceipt = misrepresentations re privacy policy
• Unfair = inadequate security measures

– FTC has authority to regulate a company’s cybersecurity efforts.  
FTC v. Wyndham Worldwide Corp., 799 F.3d 236 (3d Cir. 2015)

– FTC has filed 50+ complaints against entities based on failure to 
safeguard personal info. 
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https://www.phe.gov/Preparedness/planning/405d/Pages/hic-
practices.aspx
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• Required by  
Cybersecurity 
Act of 2015

• Task force of 150 
• cybersecurity 

experts

• Issued 12/18

• Compliance not 
mandatory

Suggested 
Practices



Top Cyber Threats 
in Healthcare

1. E-mail phishing attacks
2. Ransomware attacks
3. Loss or theft of equipment or data
4. Insider, accidental or intentional data loss
5. Attacks against connected medical devices 

that may affect patient safety
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1. E-mail Phishing Attacks
• Cybercriminal attempts to trick you into:
– Giving access to system by entering passwords, or
– Downloading malicious software.

• Cybercriminal may:
– Obtain your e-mail from publicly available sources.
– Identify contacts through publicly available sources or social media.
– Send you e-mail that appears to be from a known contact.

• E-mail usually contains an active link that:
– Solicits sensitive information, or
– Downloads malicious software.

• Some attacks are very convincing…
16





E-mail Phishing Attacks

“Anthem failed to implement 
appropriate measures for 
detecting hackers who had 
gained access to their system 
to harvest passwords and steal 
people’s private information….  
We know that large health care 
entities are attractive targets 
for hackers, which is why they 
are expected to have strong 
password policies and to 
monitor and respond to 
security incidents in a timely 
fashion or risk enforcement by 
OCR.”



E-mail Phishing Attack
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May also appear to be internal e-mails
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E-mail Phishing Attack



E-mail Phishing Attacks



E-mail Phishing Attack
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E-mail Phishing Attacks
• Do you know the sender?
• Did you expect the e-mail?
• Is the subject generic, 

urgent, or suspicious?
• Are there spelling, grammar, 

or other indicators that the 
tone or style is off?

• Does the e-mail require you 
to take some action, e.g.,
– Disclose confidential info 
– Click on link
– Open attachment

• Did you hover over link to see 
the URL destination?

Do NOT
• Open 

attachment
• Click on 

link
• Input info
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E-mail Phishing Attacks
Practices to consider:
• Be suspicious of e-mails from unknown senders, re sensitive 

info, or call to action that stresses urgency or importance.
• Be suspicious of e-mails that appear to be from known senders 

that ask you to do something out of context or unexpected.
• Train staff to recognize suspicious e-mails and where to forward 

them.
• Never open attachments from unknown senders.
• Hover over links to identify URL.
• Tag external e-mails to make them recognizable to staff.
• Implement security measures to identify and limit phishing 

attacks.

25



2. Ransomware Attacks
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Ransomware Attacks

• Cybercriminal infects system with malware through 
phishing or other attacks.

• Malware:
– Encrypts data, thereby denying access until ransom is 

paid; 
– Destroys data; or
– Exfiltrates data. 

• No guarantee that paying ransom will allow you to 
recover data.

27



https://www.justice.gov/criminal-
ccips/file/872771/download

1. Best practices for 
protecting your network
• Educate personnel
• Preventative measures
• Business continuity

2. Suggestions for 
responding to ransomware

3. Law enforcement 
assistance



Ransomware Attacks
Practices to consider
• Train staff to recognize phishing and other security concerns.
• Warn staff of external e-mails.
• Establish a strong firewall.
• Deploy anti-malware detection and remediation tools.
• Patch software per authorized procedures.
• Use strong username and passwords with multi-facet authentication.
• Limit users who can log in from remote desktops.
• Limit rate of allowed authentication attempts.
• Separate critical and vulnerable systems.
• Determine which computers may access and store critical data.
• Maintain and protect data backups and recovery processes.
• Implement incident response procedures.

29



https://www.hhs.gov/sites/default/files/
RansomwareFactSheet.pdf

According to OCR, ransomware attack 
is a presumptive HIPAA breach 
requiring:
• Investigation
• Notice to

• Individuals
• HHS
• Media, if > 500 persons

• Fallout from govt investigation and 
adverse PR



3. Loss or Theft of Equipment or Data
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Loss or Theft of Equipment or Data
• Beware unsecured or unencrypted equipment, e.g.,
– Equipment (e.g., desktop, copier, fax, medical device, etc.)
– Laptops, tablets, smart phones
– USBs/thumb drives

• May contain e-PHI, e.g., 
– Medical records
– E-mails or texts
– Photos or images
– Videos
– Voice messages
– Other?

• May allow access to system, e.g., 
– Passwords, connections, emails, etc.
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Loss or Theft of Equipment or Data
“[I]n cases where a lost laptop [,USB, 
phone, or other device containing e-
PHI] is recovered, the fact that a 
forensic analysis of the computer 
shows that its information was not 
accessed is a relevant consideration 
for the risk assessment, and entities 
in such situations may be able to 
demonstrate a low probability that 
the information has been 
compromised….  [I]f a computer is 
lost or stolen, we do not consider it 
reasonable to delay breach 
notification based on the hope that 
the computer will be recovered.”
(HHS commentary to the HIPAA 
omnibus rule, 78 FR 5646)

The corollary:
Loss of unencrypted 
device containing e-
PHI is presumptively a 
reportable HIPAA 
breach.
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Unencrypted laptop 
containing ePHI of 1,391 
individuals stolen from 
employee’s car.

• Insufficient risk analysis
• Insufficient safeguards
• No policies re mobile 

devices



Loss or Theft of Equipment or Data

HHS Examples
“A covered entity disposed of several hard drives 
containing electronic protected health information in an 
unsecured dumpster, in violation of [HIPAA]. HHS’s 
investigation reveals that the covered entity had failed to 
implement any policies and procedures to reasonably 
and appropriately safeguard protected health 
information during the disposal process.”
“A covered entity’s employee lost an unencrypted laptop 
that contained unsecured protected health information. 
HHS’s investigation reveals the covered entity feared its 
reputation would be harmed if information about the 
incident became public and, therefore, decided not to 
provide notification as required by § 164.400 et seq.”
(HHS commentary to breach notification rule, 75 FR 
40879)

Consequences
• Willful neglect.
• Mandatory penalties of:

– If correct w/in 30 days:
• $11,182 to $57,051 

per violation
• Max $114,102 per 

type per year.
– At least $57,051 per 

violation if don’t correct 
w/in 30 days
• $57,051 per violation
• Max $1,711,533 per 

type per year



Loss or Theft of Equipment or Data

• Practices to consider:
– Train personnel.
– Encrypt sensitive data.
– Use secure server.
– Implement proven backup and restoration processes.
– Acquire and use data loss prevention tools.
– Implement safeguard policy for mobile devices.
– Maintain accurate asset inventory.
– Implement process to remove sensitive info from all devices 

before retired.
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Beware Mobile Devices





Loss or Theft of Equipment or Data

Questions to consider:
• Does my equipment contain confidential or sensitive 

information?
• Is the device secured through, e.g., strong password 

protection?
• Is the information encrypted?
• May I or do I need to take the equipment with me?
• Is there a secure virtual private network (VPN) that I can 

use?
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4. Insider Accidental 
or Intentional Data Loss



Insider Accidental or Intentional Data Loss

Common vulnerabilities
• Files e-mailed to wrong 

address
• Inadequate monitoring, 

tracking and auditing
– Access to e-mail and file 

storage
– E-mailing and uploading 

data outside organization
• Inadequate physical access 

control
• Inadequate training

Practices to consider
• Train personnel
• Workforce access limits and 

audits
• Implement privileged access 

management tools
• Implement and use data loss 

prevention tools.
• Backup
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5. Attacks Against 
Connected Medical Devices



• Heart 
monitors

• Pacemakers
• Insulin pumps
• Imaging scans
• Others?



Attacks Against Connected Medical 
Devices

Common vulnerabilities
• Patches not implemented
• Outdated equipment 
• Most devices cannot be 

monitored by intrusion 
detection system

• Cybersecurity profile info may 
be unavailable 

• Wide variance in devices

Practices to consider
• Communicate with device mfr
• Follow mfr instructions
• Patch devices after patch has 

been validated and tested
• Assess security on networked 

devices
• Assess devices risks
• Contract carefully
• Access controls for outsiders
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https://www.phe.gov/Preparedness/planning/405d/Do
cuments/HICP-Main-508.pdf

Recommended Practices
1. E-mail protection system
2. Endpoint protection system
3. Access management
4. Data protection and loss 

prevention
5. Network management
6. Vulnerability management
7. Incident response
8. Medical device security
9. Cybersecurity policies

• Sample Forms
• Resources



www.justice.gov/sites/default/files/criminal- ccips/legacy/
2015/04/30/04272015reporting-cyber-incidents-final.pdf
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Health Insurance Portability and 
Accountability Act (“HIPAA”)

• 45 CFR 164
– .500:  Privacy Rule
– .300:  Security Rule
– .400:  Breach 

Notification Rule
• HITECH Act
– Modified HIPAA
– Implemented by HIPAA Omnibus Rule



HIPAA Security Rule

• Risk assessment
• Implement safeguards.
–Administrative
– Technical, including 

encryption
–Physical

• Execute business 
associate agreements.

(45 CFR 164.301 et seq.; see WSA 
35-2-615)
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Protect ePHI:
• Confidentiality
• Integrity
• Availability



Risk Assessment

Requirement
• Must conduct and document an 

accurate and thorough 
assessment of the potential risks 
and vulnerabilities to the 
confidentiality, integrity, and 
availability of ePHI. 

(45 CFR 164.308(a)(1))
• Ongoing process.

Elements
• Scope includes all ePHI in any 

format, including hard drives, 
portable media, mobile devices, 
servers, transmission, storage, 
networks, etc.

• Track flow of ePHI
• Identify threats and vulnerabilities
• Asses current security measures
• Assess likelihood of threat
• Determine level of risk
• Confirm and implement plan



https://www.hhs.gov/hipaa/for-
professionals/security/guidance/guidance-risk-

analysis/index.html



https://www.healthit.gov/topic/privacy-security-and-
hipaa/security-risk-assessment-tool



Safeguards

Administrative 
Safeguards

Physical 
Safeguards

Technical
Safeguards

Standards

Implementation
Specifications

• Required
•Addressable

Standards Standards

Implementation
Specifications

• Required
•Addressable

Implementation
Specifications

• Required
•Addressable



Security Rule:
Administrative Safeguards

• Assign security officer.
• Implement policies, procedures and safeguards to minimize risks.
• Sanction workforce members who violate policies.
• Process for authorizing or terminating access to e-PHI.
• Train workforce members on security requirements.
• Process for responding to security incidents.
• Review or audit information system activity.
• Establish backup plans, disaster recovery plans, etc.
• Periodically evaluate security measures.
(45 CFR 164.308)
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Security Rule:  
Physical Safeguards

• Limit access to physical facilities and devices containing e-
PHI.

• Document repairs and modifications to facilities.
• Secure workstations.
• Implement policies concerning proper use of workstations.
• Implement policies concerning the flow of e-PHI into and 

out of the facility.
• Implement policies for disposal of e-PHI.
• Create a backup copy of e-PHI.
(45 CFR 164.310)
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Security Rule:  
Technical Safeguards

• Assign unique names or numbers to track users.
• Implement automatic logoff process.
• Use encryption and decryption, where appropriate.
• Implement systems to audit use of e-PHI.
• Implement safeguards to protect e-PHI from alteration or 

destruction.
• Implement methods to ensure e-PHI has not been altered or 

destroyed.
• Implement verification process.
• Protect data during transmission.
(45 CFR 164.312)
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https://www.hhs.gov/hipaa/for-
professionals/security/guidance/index.html
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https://www.healthit.gov/topic/privacy-security-and-
hipaa/health-it-privacy-and-security-resources-providers



Encryption
• Encryption is an addressable standard per 45 CFR 164.312:

(e)(1) Standard: Transmission security. Implement technical 
security measures to guard against unauthorized access to 
[ePHI] that is being transmitted over an electronic 
communications network.
(2)(ii) Encryption (Addressable). Implement a mechanism to 
encrypt electronic protected health information whenever 
deemed appropriate.

• ePHI that is properly encrypted is “secured”.
– Not subject to breach reporting.

• OCR presumes that loss of unencrypted laptop, USB, mobile 
device is reportable “breach.”



Encryption

Theft of unencrypted 
laptop from employee’s 
home.

This judgment 
“underscores the risks 
entities take if they fail to 
implement effective 
safeguards, such as data 
encryption, when required 
to protect sensitive 
patient information.”
--OCR Director Roger 
Severino



Encryption
Is the use of encryption mandatory in the Security Rule?
Answer:  No. The final Security Rule made the use of encryption an addressable 
implementation specification. See 45 CFR § 164.312(a)(2)(iv) and (e)(2)(ii).
The encryption implementation specification is addressable, and must 
therefore be implemented if, after a risk assessment, the entity has determined 
that the specification is a reasonable and appropriate safeguard in its risk 
management of the confidentiality, integrity and availability of e-PHI. 
If the entity decides that the addressable implementation specification is not 
reasonable and appropriate, it must document that determination and 
implement an equivalent alternative measure, presuming that the alternative is 
reasonable and appropriate. If the standard can otherwise be met, the covered 
entity may choose to not implement the implementation specification or any 
equivalent alternative measure and document the rationale for this decision.
(OCR FAQ at https://www.hhs.gov/hipaa/for-professionals/faq/2001/is-the-
use-of-encryption-mandatory-in-the-security-rule/index.html). 



Communicating by E-mail or Text

 General rule:  must be secure, i.e., encrypted.
• To patients:  may communicate via unsecure e-mail or text 

if warned patient and they choose to receive unsecure.
(45 CFR 164.522(b); 78 FR 5634)

• To providers, staff or other third parties:  must use secure 
platform.

(45 CFR 164.312; CMS letter dated 12/28/17)

• Orders:  Medicare Conditions of Participation and 
Conditions for Coverage generally prohibit texting orders. 

(CMS letter dated 12/28/17)



Additional Resources



https://www.phe.gov/Preparedness/planning/405d/Do
cuments/HICP-Main-508.pdf

Recommended Practices
1. E-mail protection system
2. Endpoint protection system
3. Access management
4. Data protection and loss 

prevention
5. Network management
6. Vulnerability management
7. Incident response
8. Medical device security
9. Cybersecurity policies

• Sample Forms
• Resources





https://www.hhs.gov/about/agencies/as
a/ocio/hc3/index.html



https://www.hhs.gov/hipaa/for-
professionals/index.html



https://www.healthit.gov/sites/default/files/pdf/privacy/privacy-and-security-guide.pdf
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1. Importance of Privacy and 
Security Matters

2. HIPAA Rules
3. Patient’s Rights 
4. EHR, HIPAA Security, and 

Cybersecurity
5. Meaningful Use Rules
6. 7-Step Approach for 

Security Management
7. Breach Notification Rules



https://www.justice.gov/criminal-
ccips/file/872771/download

1. Best practices for 
protecting your network
• Educate personnel
• Preventative measures
• Business continuity

2. Suggestions for 
responding to ransomware

3. Law enforcement 
assistance



www.justice.gov/sites/default/files/criminal- ccips/legacy/
2015/04/30/04272015reporting-cyber-incidents-final.pdf
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https://www.hollandhart.com/healthcare#overview
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Questions?

Andrew Shaxted
Cell:  (773) 658-0241

Andrew.Shaxted@fticonsulting.com

Kim C. Stanger
Office:  (208) 383-3913

Cell:  (208) 409-7907
kcstanger@hollandhart.com


