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This presentation is similar to any other seminar designed
to provide general information on pertinent legal topics.
The statements made and any materials distributed as
part of this presentation are provided for educational
purposes only. They do not constitute legal advice nor do
they necessarily reflect the views of Holland & Hart LLP or
any of its attorneys other than the speakers. This
presentation is not intended to create an attorney-client
relationship between you and Holland & Hart LLP. If you
have specific questions as to the application of the law to
your activities, you should seek the advice of your legal
counsel.
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The Threat of Cybersecurity
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NBC News (February 13, 2016)
• Healthcare related hacking up 11,000% since last year.
• 1/3 of Americans have had their health records compromised.
• Health records receive premium on “dark web”
 Credit cards:  $1 to $3
 SSNs:  $15
 Complete health records:  $60



Headlines from 
July – October 2018

• 3 phishing attacks breach 20,000 Catawba Valley patient records (10/25/18)
• CMS responds to data breach affecting 75,000 in federal ACA portal (10/22/18)
• Two phishing attacks on Minnesota DHS breach 21,000 patient records (10/12/18)
• 3 Massachusetts hospitals fined nearly $1 million by OCR for HIPAA violations (9/21/18)
• Employee error exposed Blue Cross patient data for 3 months (9/21/18)
• Ransomware attack breaches 40,800 patient records in Hawaii (9/13/18)
• Phishing attack breaches 38,000 patient records at Legacy Health (8/22/18)
• 417,000 Augusta University Health patient records breached nearly one year ago (8/17/18)
• 1.4M records breached in UnityPoint Health phishing attack (7/31/18)
• Ransomware, malware attack breaches 45,000 patient records (7/26/18)
• LabCorp’s network breach puts millions of records at risk (7/17/18)
• Hackers breach 1.5M Singapore patient records, including the prime minister’s (7/20/18)
• Patient data exposed for months after phishing attack on Sunspire (7/18/18)
• Phishing attacks breach Alive Hospice for 1 to 4 months (7/18/18)
• Ransomware attack on Cass Regional shuts down EHR (7/11/18)
• 270,000 patient records breached in Med Associates hack (6/20/18)
(https://www.healthcareitnews.com/projects/biggest-healthcare-data-breaches-2018-so-far). 

3 phishing attacks breach 20,000 
Catawba Valley patient records 

(10/25/18)

Ransomware attack breaches 
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Ransomware attack on Cass 
Regional shuts down EHR 
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Breaches Reported in 
April 2019

• Doctors Management Services, Inc. 206,695 people affected in a Hacking/IT Incident. Network 
Servers targeted.  (4/22/19)

• Centrelake Medical Group, Inc., 197,661 people affected in a Hacking/IT Incident. Network 
Servers targeted.  (4/16/19)

• Gulf Coast Pain Consultants, LLC. 35,000 people affected in a Unauthorized Access/Disclosure. 
Electronic Medical Records targeted.  (4/5/19)

• EmCare, Inc. 31,236 people affected in a Hacking/IT Incident. Emails were targeted.  (4/20/19)
• Kim P. Kornegay, DMD. 27,000 people affected in a Theft. Desktop Computer, Electronic Medical 

Record, Paper/Films targeted.  (4/19/19)
• Pediatric Orthopedic Specialties, PA. 24,176 people affected in a Hacking/IT Incident. Network 

Servers targeted.  (4/18/19)
• Health Recovery Services, Inc. 20,485 people affected in a Unauthorized Access/Disclosure. 

Network Servers targeted. (4/5/19)
• Baystate Health. 11,658 people affected in a Hacking/IT Incident. Emails targeted.  (4/5/19)
• Riverplace Counseling Center, Inc. 11,639 people affected in a Hacking/IT Incident. Network 

Servers targeted.  (4/11/19)
• Minnesota Dept of Human Services. 10,263 people affected in a Hacking/IT Incident. Emails 

targeted.  (4/9/19)
(https://www.modernhealthcare.com/cybersecurity/healthcare-breaches-reported-february-exposed-data-2-million-people)

 Record 2M patients affected



Cybersecurity in Healthcare
• Ransomware encrypts your IT 

system so that you may not 
access it, including:
– Patient records
– Financial records
– Employment records

• Hacker accesses data on 
your system

• Hacker manipulates or 
corrupts data on medical 
devices

• Employee error leads to 
access to thousands of 
patient records

What are the 
consequences 
to your 
organization?



Cybersecurity in Healthcare
• Ransomware encrypts your IT 

system so that you may not 
access it, including:
– Patient records
– Financial records
– Employment records

• Hacker accesses data on your 
system

• Hacker manipulates or corrupts 
data on medical devices

• Employee error leads to access 
to thousands of patient records

• Harm to patients
• Inability to access data
• Corruption of data
• Forced to move patients
• Disruption of operations
• Lost revenue
• Cost of response
• Loss or damage to 

equipment
• Bad public relations
• Fines and penalties
• Lawsuits
• Others?



Cyberliability Costs

2017 TrendMicro Report
• Costs healthcare industry 

$6 billion per year
2018 Ponemon Report
• Average cost for breach

– For hospitals, $2M over 
two years

– $408 per compromised 
record 
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Cybersecurity Laws



Cyberliability Laws
• Health Insurance Portability and Accountability Act 

(“HIPAA”), 45 CFR part 164
– Privacy Rule.  
– Security Rule
– Breach Notification Rule

More about this later…
• FTC Breach Notification Rule, 16 CFR part 318

– Applies to vendors of personal health information (i.e., entities 
that allow persons to maintain their health info online) and their 
service providers.

– Must notify individuals of breaches.
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Cyberliability Laws

• Food and Drug Administration, 21 CFR part 11 
– Electronic records that are required by FDA must satisfy certain 

standards to ensure their authenticity, integrity, and confidentiality.

• Federal Trade Comm’n Act (“FTCA”) § 5 (15 USC 45(a))
– Prohibits unfair or deceptive acts affecting commerce. 

• Deceipt = misrepresentations re privacy policy
• Unfair = inadequate security measures

– FTC has authority to regulate a company’s cybersecurity efforts.  FTC v. 
Wyndham Worldwide Corp., 799 F.3d 236 (3d Cir. 2015)

– FTC has filed 50+ complaints against entities based on failure to 
safeguard personal info. 
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FTC v. LabMD
“The Commission’s complaint alleges that LabMD failed to take reasonable 
and appropriate measures to prevent unauthorized disclosure of sensitive 
consumer data – including health information – it held.  Among other 
things, the complaint alleges that the company:
• did not implement or maintain a comprehensive data security program 

to protect this information;
• did not use readily available measures to identify commonly known or 

reasonably foreseeable security risks and vulnerabilities to this 
information;

• did not use adequate measures to prevent employees from accessing 
personal information not needed to perform their jobs;

• did not adequately train employees on basic security practices; and
• did not use readily available measures to prevent and detect 

unauthorized access to personal information.” 
14



Cyberliability Laws

• State Breach Notification Laws
– Typically require notice to individuals if certain personal info is 

compromised by a security breach.

• State Privacy Statutes
– May require confidentiality of personal info.
– May require notification of breaches reports.

• State Consumer Protection Statutes
– Prohibit unfair or deceptive practices.

• Others?
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Cyberliability Contract Issues

• Payment Card Industry Data Security Standards (PCI-DSS) 
– Agreements with major credit cards require businesses to comply 

with certain data security rules.

• Business Associate Agreements
– Requires BAs to comply with HIPAA security standards.

• Insurance Coverage
– Insurer may deny coverage if misrepresent data security practices.  

(Columbia Casualty Co. v. Cottage Health Sys., challenging 
coverage for $4.1 million settlement)

• Others?
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Cyberliability Lawsuits
• Private Lawsuits

– Consumer protection statutes.
– Breach of fiduciary duty.
– Infliction of emotional distress.
– Negligence.
– Negligence per se based on HIPAA or state laws.
– Intrusion upon seclusion or solitude, or into private affairs.
– Public disclosure of embarrassing private facts.
– Publicity which places a person in a false light in the public eye.
– Appropriation of name or likeness.
– Whatever a creative plaintiff’s lawyer may cook up…
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Cybersecurity Act of 2015

• Establishes framework to develop cybersecurity 
guidance for industry segments and share info re 
cybersecurity attacks.
– HHS must develop voluntary cybersecurity guidance for 

the healthcare industry.
– Allows entities to share info relevant to cyberattacks 

without liability.
• Must remove personal info.

• Law is currently voluntary.
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https://www.phe.gov/Preparedness/planning/405d/Pages/hic-
practices.aspx
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• Required by  
Cybersecurity 
Act of 2015

• Task force of 150 
• cybersecurity 

experts

• Issued 12/18

• Compliance not 
mandatory

Suggested 
Practices



Top Cyber Threats 
in Healthcare

1. E-mail phishing attacks
2. Ransomware attacks
3. Loss or theft of equipment or data
4. Insider, accidental or intentional data loss
5. Attacks against connected medical devices 

that may affect patient safety
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1. E-mail Phishing Attacks
• Cybercriminal attempts to trick you into:

– Giving access to system by entering passwords, or
– Downloading malicious software.

• Cybercriminal may:
– Obtain your e-mail from publicly available sources.
– Identify contacts through publicly available sources or social media.
– Send you e-mail that appears to be from a known contact.

• E-mail usually contains an active link that:
– Solicits sensitive information, or
– Downloads malicious software.

• Some attacks are very convincing…
21





E-mail Phishing Attacks

“Anthem failed to implement 
appropriate measures for 
detecting hackers who had 
gained access to their system 
to harvest passwords and steal 
people’s private information….  
We know that large health care 
entities are attractive targets 
for hackers, which is why they 
are expected to have strong 
password policies and to 
monitor and respond to 
security incidents in a timely 
fashion or risk enforcement by 
OCR.”



E-mail Phishing Attack



E-mail Phishing Attack
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May also appear to be internal e-mails
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E-mail Phishing Attack



E-mail Phishing Attacks



E-mail Phishing Attack



E-mail Phishing Attack
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E-mail Phishing Attacks
• Do you know the sender?
• Did you expect the e-mail?
• Is the subject generic, 

urgent, or suspicious?
• Are there spelling, grammar, 

or other indicators that the 
tone or style is off?

• Does the e-mail require you 
to take some action, e.g.,
– Disclose confidential info 
– Click on link
– Open attachment

• Did you hover over link to see 
the URL destination?

Do NOT
• Open 

attachment
• Click on 

link
• Input info
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E-mail Phishing Attacks
Practices to consider:
• Be suspicious of e-mails from unknown senders, re sensitive 

info, or call to action that stresses urgency or importance.
• Be suspicious of e-mails that appear to be from known senders 

that ask you to do something out of context or unexpected.
• Train staff to recognize suspicious e-mails and where to forward 

them.
• Never open attachments from unknown senders.
• Hover over links to identify URL.
• Tag external e-mails to make them recognizable to staff.
• Implement security measures to identify and limit phishing 

attacks.
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2. Ransomware Attacks
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Ransomware Attacks

• Cybercriminal infects system with malware through 
phishing or other attacks.

• Malware:
– Encrypts data, thereby denying access until ransom is 

paid; 
– Destroys data; or
– Exfiltrates data. 

• No guarantee that paying ransom will allow you to 
recover data.

34



35



36

CNBC (February 17, 2016)

• Hollywood Presbyterian 
Hospital hit by 
ransomware.

• Medical record system 
shut down.

• Hackers demand 
$3.7M in bitcoin.

• Hospital pays $17K.



Ransomware Attackes

In 2017, UK healthcare system subjected to WannaCry ransomware.  
• 16 hospitals shut down
• 45,000 computers across 74 countries



https://www.justice.gov/criminal-
ccips/file/872771/download

1. Best practices for 
protecting your network
• Educate personnel
• Preventative measures
• Business continuity

2. Suggestions for 
responding to ransomware

3. Law enforcement 
assistance



Ransomware Attacks
Practices to consider
• Train staff to recognize phishing and other security concerns.
• Warn staff of external e-mails.
• Establish a strong firewall.
• Deploy anti-malware detection and remediation tools.
• Patch software per authorized procedures.
• Use strong username and passwords with multi-facet authentication.
• Limit users who can log in from remote desktops.
• Limit rate of allowed authentication attempts.
• Separate critical and vulnerable systems.
• Determine which computers may access and store critical data.
• Maintain and protect data backups and recovery processes.
• Implement incident response procedures.
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https://www.hhs.gov/sites/default/files/
RansomwareFactSheet.pdf

According to OCR, ransomware attack 
is a presumptive HIPAA breach 
requiring:
• Investigation
• Notice to

• Individuals
• HHS
• Media, if > 500 persons

• Fallout from govt investigation and 
adverse PR



3. Loss or Theft of Equipment or Data
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Loss or Theft of Equipment or Data
• Beware unsecured or unencrypted equipment, e.g.,

– Equipment (e.g., desktop, copier, fax, medical device, etc.)
– Laptops, tablets, smart phones
– USBs/thumb drives

• May contain e-PHI, e.g., 
– Medical records
– E-mails or texts
– Photos or images
– Videos
– Voice messages
– Other?

• May allow access to system, e.g., 
– Passwords, connections, emails, etc.

42

ePHI



Loss or Theft of Equipment or Data
“[I]n cases where a lost laptop [,USB, 
phone, or other device containing e-
PHI] is recovered, the fact that a 
forensic analysis of the computer 
shows that its information was not 
accessed is a relevant consideration 
for the risk assessment, and entities 
in such situations may be able to 
demonstrate a low probability that 
the information has been 
compromised….  [I]f a computer is 
lost or stolen, we do not consider it 
reasonable to delay breach 
notification based on the hope that 
the computer will be recovered.”
(HHS commentary to the HIPAA 
omnibus rule, 78 FR 5646)

The corollary:
Loss of unencrypted 
device containing e-
PHI is presumptively a 
reportable HIPAA 
breach.
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Unencrypted laptop 
containing ePHI of 1,391 
individuals stolen from 
employee’s car.

• Insufficient risk analysis
• Insufficient safeguards
• No policies re mobile 

devices



Loss or Theft of Equipment or Data

HHS Examples
“A covered entity disposed of several hard drives 
containing electronic protected health information in an 
unsecured dumpster, in violation of [HIPAA]. HHS’s 
investigation reveals that the covered entity had failed to 
implement any policies and procedures to reasonably 
and appropriately safeguard protected health 
information during the disposal process.”
“A covered entity’s employee lost an unencrypted laptop 
that contained unsecured protected health information. 
HHS’s investigation reveals the covered entity feared its 
reputation would be harmed if information about the 
incident became public and, therefore, decided not to 
provide notification as required by § 164.400 et seq.”
(HHS commentary to breach notification rule, 75 FR 
40879)

Consequences
• Willful neglect.
• Mandatory penalties of:

– If correct w/in 30 days:
• $11,182 to $57,051 

per violation
• Max $114,102 per 

type per year.
– At least $57,051 per 

violation if don’t correct 
w/in 30 days
• $57,051 per violation
• Max $1,711,533 per 

type per year



Loss or Theft of Equipment or Data

• Practices to consider:
– Train personnel.
– Encrypt sensitive data.
– Use secure server.
– Implement proven backup and restoration processes.
– Acquire and use data loss prevention tools.
– Implement safeguard policy for mobile devices.
– Maintain accurate asset inventory.
– Implement process to remove sensitive info from all devices 

before retired.
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Beware Mobile Devices





Loss or Theft of Equipment or Data

Questions to consider:
• Does my equipment contain confidential or sensitive 

information?
• Is the device secured through, e.g., strong password 

protection?
• Is the information encrypted?
• May I or do I need to take the equipment with me?
• Is there a secure virtual private network (VPN) that I can 

use?
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4. Insider Accidental 
or Intentional Data Loss



Insider Accidental or Intentional Data Loss

Common vulnerabilities
• Files e-mailed to wrong 

address
• Inadequate monitoring, 

tracking and auditing
– Access to e-mail and file 

storage
– E-mailing and uploading 

data outside organization
• Inadequate physical access 

control
• Inadequate training

Practices to consider
• Train personnel
• Workforce access limits and 

audits
• Implement privileged access 

management tools
• Implement and use data loss 

prevention tools.
• Backup
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5. Attacks Against 
Connected Medical Devices



• Heart 
monitors

• Pacemakers
• Insulin pumps
• Imaging scans
• Others?



Attacks Against Connected Medical 
Devices

Common vulnerabilities
• Patches not implemented
• Outdated equipment 
• Most devices cannot be 

monitored by intrusion 
detection system

• Cybersecurity profile info may 
be unavailable 

• Wide variance in devices

Practices to consider
• Communicate with device mfr
• Follow mfr instructions
• Patch devices after patch has 

been validated and tested
• Assess security on networked 

devices
• Assess devices risks
• Contract carefully
• Access controls for outsiders
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https://www.phe.gov/Preparedness/planning/405d/Do
cuments/HICP-Main-508.pdf

Recommended Practices
1. E-mail protection system
2. Endpoint protection system
3. Access management
4. Data protection and loss 

prevention
5. Network management
6. Vulnerability management
7. Incident response
8. Medical device security
9. Cybersecurity policies

• Sample Forms
• Resources



www.justice.gov/sites/default/files/criminal- ccips/legacy/
2015/04/30/04272015reporting-cyber-incidents-final.pdf
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Health Insurance Portability and 
Accountability Act (“HIPAA”)

• 45 CFR 164
– .500:  Privacy Rule
– .300:  Security Rule
– .400:  Breach 

Notification Rule
• HITECH Act

– Modified HIPAA
– Implemented by HIPAA Omnibus Rule



HIPAA Criminal Penalties

Conduct Penalty

Knowingly obtain info in violation of law • $50,000 fine
• 1 year in prison

Committed under false pretenses • $100,000 fine
• 5 years in prison

Intent to sell, transfer, or use for commercial gain, personal 
gain, or malicious harm

• $250,000 fine
• 10 years in prison

(42 USC 1320d-6(a))

Applies if employees or others obtain or disclose protected 
health info from a covered entity without authorization.



HIPAA Civil Penalties
Conduct Penalty
Did not know and should not have known of 
violation

• $114 to $57,051 per violation
• Up to $28,525 per type per year
• No penalty if correct w/in 30 days 
• OCR may waive or reduce penalty

Violation due to reasonable cause • $1,141 to 57,051per violation
• Up to $114,102 per type per year
• No penalty if correct w/in 30 days
• OCR may waive or reduce penalty

Willful neglect,  
but correct w/in 30 days

• $11,182 to $57,051 per violation
• Up to $285,255 per type per year
• Penalty is mandatory

Willful neglect,
but do not correct w/in 30 days

• At least $57,051 per violation
• Up to $1,711,533 per type per year
• Penalty is mandatory

(45 CFR 160.404; see also 74 FR 56127)



HIPAA:  Avoiding Civil Penalties

You can likely avoid HIPAA civil penalties if you:
• Have required policies and 

safeguards in place
• Train personnel and 

document training.
• Respond immediately to 

mitigate and correct any 
violation.

• Timely report breaches if 
required.

No “willful neglect” = 
No penalties if correct 
within 30 days.
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HIPAA:  Additional Consequences
• State attorney general can bring lawsuit.

– $25,000 fine per violation + fees and costs.
• Under HITECH, patients may recover % of fines.

– Waiting for final rules.
• Patients can probably bring lawsuit.

– No private cause of action under HIPAA, but HIPAA may represent 
standard of care.

• Must impose employee sanctions.
• HHS is conducting audits.
• Must self-report breach of unsecured PHI.

It’s better to comply.
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HIPAA Privacy Rule

• May not use or disclose protected health info 
(“PHI”) without patient’s authorization except in 
limited circumstances.

• Must give patients certain rights concerning their 
PHI.

• Must implement reasonable safeguards to protect 
PHI.

• Must execute business associate agreements.
(45 CFR 164.502-.514)
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HIPAA Security Rule

• Risk assessment
• Implement safeguards.
–Administrative
– Technical, including 

encryption
–Physical

• Execute business 
associate agreements.

(45 CFR 164.301 et seq.; see WSA 
35-2-615)

63

Protect ePHI:
• Confidentiality
• Integrity
• Availability



HIPAA Settlements in 2017
OCR Settlements in 2018 (record $28.7 million)

12/18 Hospital allowed access to 62,500 patient records via internet.  No risk 
analysis, inadequate security systems, no BAA.

$3,000,000

12/18 Hospital failed to terminate former employees access to eHI, allowing access 
to ePHI.  No BAA.

$111,400

12/18 Hospital’s PHI was viewable on vendor’s Website.  Failed to conduct risk 
assessment, implement security policies, or execute BAA.

$500,000

10/18 Anthem cyberattack exposed PHI of 79,000,000 people.  Resulted from 
spear phishing e-mails.  Failed to conduct risk assessment, review system 
activity, or implement adequate security.

$16,000,000
(largest ever)

6/18 Theft of unencrypted laptop from home of hospital employee.  Failure to 
encrypt devices despite identifying that as a risk.

$4,348,000

2/18 Fresenius allowed unauthorized access to ePHI.  Failed to conduct 
appropriate risk assessment, protect hardware containing ePHI when left 
facility, encrypt data.

$3,500,000

12/17 Cancer center failed to implement safeguards to protect ePHI despite prior 
warnings that its information had been hacked.

$2,300,000

4/17 Monitoring company’s laptop containing 1,390 patients’ info stolen from 
car; insufficient risk analysis and no finalized security policies.

$2,500,000

4/17 FQHC’s info hacked; no risk analysis and insufficient security rule 
safeguards.

$400,000



Risk Assessment

Requirement
• Must conduct and document an 

accurate and thorough 
assessment of the potential risks 
and vulnerabilities to the 
confidentiality, integrity, and 
availability of ePHI. 

(45 CFR 164.308(a)(1))
• Ongoing process.

Elements
• Scope includes all ePHI in any 

format, including hard drives, 
portable media, mobile devices, 
servers, transmission, storage, 
networks, etc.

• Track flow of ePHI
• Identify threats and vulnerabilities
• Asses current security measures
• Assess likelihood of threat
• Determine level of risk
• Confirm and implement plan



https://www.hhs.gov/hipaa/for-
professionals/security/guidance/guidance-risk-

analysis/index.html



https://www.healthit.gov/topic/privacy-security-and-hipaa/security-
risk-assessment-tool
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Updated Tool 
2018



Safeguards

Administrative 
Safeguards

Physical 
Safeguards

Technical
Safeguards

Standards

Implementation
Specifications
• Required

•Addressable

Standards Standards

Implementation
Specifications
• Required

•Addressable

Implementation
Specifications
• Required

•Addressable



Security Rule:
Administrative Safeguards

• Assign security officer.
• Implement policies, procedures and safeguards to minimize risks.
• Sanction workforce members who violate policies.
• Process for authorizing or terminating access to e-PHI.
• Train workforce members on security requirements.
• Process for responding to security incidents.
• Review or audit information system activity.
• Establish backup plans, disaster recovery plans, etc.
• Periodically evaluate security measures.
(45 CFR 164.308)
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Security Rule:  
Physical Safeguards

• Limit access to physical facilities and devices containing e-
PHI.

• Document repairs and modifications to facilities.
• Secure workstations.
• Implement policies concerning proper use of workstations.
• Implement policies concerning the flow of e-PHI into and 

out of the facility.
• Implement policies for disposal of e-PHI.
• Create a backup copy of e-PHI.
(45 CFR 164.310)
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Security Rule:  
Technical Safeguards

• Assign unique names or numbers to track users.
• Implement automatic logoff process.
• Use encryption and decryption, where appropriate.
• Implement systems to audit use of e-PHI.
• Implement safeguards to protect e-PHI from alteration or 

destruction.
• Implement methods to ensure e-PHI has not been altered or 

destroyed.
• Implement verification process.
• Protect data during transmission.
(45 CFR 164.312)
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https://www.hhs.gov/hipaa/for-
professionals/security/guidance/index.html
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https://www.healthit.gov/topic/privacy-security-and-
hipaa/health-it-privacy-and-security-resources-providers



Encryption
• Encryption is an addressable standard per 45 CFR 164.312:

(e)(1) Standard: Transmission security. Implement technical 
security measures to guard against unauthorized access to 
[ePHI] that is being transmitted over an electronic 
communications network.
(2)(ii) Encryption (Addressable). Implement a mechanism to 
encrypt electronic protected health information whenever 
deemed appropriate.

• ePHI that is properly encrypted is “secured”.
– Not subject to breach reporting.

• OCR presumes that loss of unencrypted laptop, USB, mobile 
device is reportable “breach.”



Encryption

Theft of unencrypted 
laptop from employee’s 
home.

This judgment 
“underscores the risks 
entities take if they fail to 
implement effective 
safeguards, such as data 
encryption, when required 
to protect sensitive 
patient information.”
--OCR Director Roger 
Severino



Encryption
Is the use of encryption mandatory in the Security Rule?
Answer:  No. The final Security Rule made the use of encryption an addressable 
implementation specification. See 45 CFR § 164.312(a)(2)(iv) and (e)(2)(ii).
The encryption implementation specification is addressable, and must 
therefore be implemented if, after a risk assessment, the entity has determined 
that the specification is a reasonable and appropriate safeguard in its risk 
management of the confidentiality, integrity and availability of e-PHI. 
If the entity decides that the addressable implementation specification is not 
reasonable and appropriate, it must document that determination and 
implement an equivalent alternative measure, presuming that the alternative is 
reasonable and appropriate. If the standard can otherwise be met, the covered 
entity may choose to not implement the implementation specification or any 
equivalent alternative measure and document the rationale for this decision.
(OCR FAQ at https://www.hhs.gov/hipaa/for-professionals/faq/2001/is-the-
use-of-encryption-mandatory-in-the-security-rule/index.html). 



Communicating by E-mail or Text

 General rule:  must be secure, i.e., encrypted.
• To patients:  may communicate via unsecure e-mail or text 

if warned patient and they choose to receive unsecure.
(45 CFR 164.522(b); 78 FR 5634)

• To providers, staff or other third parties:  must use secure 
platform.

(45 CFR 164.312; CMS letter dated 12/28/17)

• Orders:  Medicare Conditions of Participation and 
Conditions for Coverage generally prohibit texting orders. 

(CMS letter dated 12/28/17)



Business Associates

• May disclose PHI to business associates if have valid 
business associate agreement (“BAA”).

(45 CFR 164.314 and .504(e))
• Business associates = 

– Entities that create, receive, maintain, or transmit PHI on 
behalf of a covered entity.  

– Covered entities acting as business associates.
– Subcontractors of business associates.

(45 CFR 160.103)



Business Associates

Common Business Associates
• External IT support
• Software vendors
• Data storage, processing, 

and destruction companies
• Billing and coding
• Consultants
• Management companies
• Auditors
• Accountants
• Lawyers
• Others?

Not Business Associates
• Entities who are not receiving 

PHI to perform function for a 
covered entity or the covered 
entity’s business associate.

• Employees
• Workforce members
• Persons whose access is 

incidental only, e.g., janitor, 
plumber, etc.



Business Associate Agreements

Covered 
Entity
BAA

Business 
Associate

BAA

Sub‐
contractor

CE / BA 
responsible 

for BAA

BA / Sub 
responsible 

for BAA

Must contain required 
terms, e.g.,
• Permitted uses
• Must comply with 

Security Rule
• Must report 

breaches
• Must get BAAs with 

subcontractors
• Must assist covered 

entity in responding 
to patient rights

• Termination.



https://www.hhs.gov/hipaa/for-professionals/covered-
entities/sample-business-associate-agreement-provisions/index.html



Recent OCR settlements based in whole or 
part on failure to have BAA

Date Conduct Penalty

12/18 Health system failed to have BAA with contractor that maintained 
ePHI

$3,000,000

12/18 Hospital failed to have BAA with web-based vendor $111,400

12/18 Hospitalist group failed to enter BAA with billing company $500,000

12/17 Cancer care center failed to enter BAAs with vendors $2,300,000

4/17 Pediatric clinics failed to enter BAAs with file storage company $31,000

8/16 Health network failed to enter BAAs $5,500,000

7/16 Medical university failed to obtain BAA with cloud-based storage 
vendor

$2,700,000

4/16 Radiology group failed to have BAA; x-rays left by vendor $750,000

3/16 Health system failed to have BAA; laptop stolen from care of BA’s 
employee

$1,550,000



Breach Reporting 
(45 CFR 164.400)
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• If there is “breach” of “unsecured PHI”,
– Covered entity must notify:

• Each individual whose unsecured PHI has been or 
reasonably believed to have been accessed, acquired, 
used, or disclosed.

• HHS.
• Local media, if breach involves > 500 persons in a 

state.
– Business associate must notify covered entity.

(45 CFR 164.400 et seq.)

Breach Notification



“Breach” of Unsecured PHI
• Acquisition, access, use or disclosure of PHI in violation 

of privacy rules is presumed to be a breach unless the 
covered entity or business associate demonstrates that 
there is a low probability that the info has been 
compromised based on a risk assessment of the following 
factors:
– nature and extent of PHI involved;
– unauthorized person who used or received the PHI;
– whether PHI was actually acquired or viewed; and
– extent to which the risk to the PHI has been mitigated,
unless an exception applies.

(45 CFR 164.402)



“Breach” of Unsecured PHI
• “Breach” defined to exclude the following:

– Unintentional acquisition, access or use by workforce 
member if made in good faith, within scope of authority, 
and PHI not further disclosed in violation of HIPAA 
privacy rule.

– Inadvertent disclosure by authorized person to another 
authorized person at same covered entity, business 
associate, or organized health care arrangement, and 
PHI not further used or disclosed in violation of privacy 
rule. 

– Disclosure of PHI where covered entity or business 
associate have good faith belief that unauthorized 
person receiving info would not reasonably be able to 
retain info

(45 CFR 164.402)



Notice to Individual
• Without unreasonable delay but no more than 60 days of 

discovery.
– When known by anyone other than person who committed 

breach.
• Written notice to individual.

– By mail.
– Must contain elements, including:

• Description of breach
• Actions taken in response
• Suggested action individual should take to protect 

themselves. 
(45 CFR 164.404(d))



Notice to HHS
• If breach involves fewer than 500 persons:

– Submit to HHS annually within 60 days after end of calendar 
year in which breach was discovered (i.e., by March 1).

• If breach involves 500 or more persons:
– Notify HHS contemporaneously with notice to individual or next 

of kin, i.e., without unreasonable delay but within 60 days.
(45 CFR 164.408)
• Submit report at http://www.hhs.gov/hipaa/for-

professionals/breach-notification/breach-reporting/index.html.



https://www.hhs.gov/hipaa/for-professionals/breach-
notification/breach-reporting/index.html



Notice to HHS
• HHS posts list of those with breaches involving more than 500 at  

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsfpersons



Notice to Media
• If breach involves unsecured PHI of more than 500 

residents in a state, covered entity must notify 
prominent media outlets serving that state (e.g., issue 
press release).
–Without unreasonable delay but no more than 60 

days from discovery of breach.
– Include same content as notice to individual.

(45 CFR 164.406)



Notice by Business Associate

• Business associate must notify covered entity of 
breach of unsecured PHI:
– Without unreasonable delay but no more than 60 days 

from discovery.
– Notice shall include to extent possible:

• Identification of individuals affected, and
• Other info to enable covered entity to provide required 

notice to individual.
(45 CFR 164.410)

• Business associate agreements may impose different 
deadlines.



Wyoming Breach Reporting Statute
(WSA 40-12-501)



Wyoming Breach Reporting Statute
• Generally requires commercial entities to immediately 

investigate and notify subject persons if: 
– Unauthorized acquisition of computerized data that materially 

compromises security, confidentiality, or integrity of data;
– “personal identifying info”, i.e.,

• Name + certain other identifiers (e.g., SSN; driver’s 
license; account #, credit card #, debit card # + code; 
tribal ID; username or e-mail + password; birth/marriage 
certificate; health info; individual tax ID);

– Misuse could cause injury to Wyoming resident; and
– Misuse is likely to occur.

• AG may bring suit to enforce statute or recover damages.
• Compliance with HIPAA satisfies Wyoming statute.
(WSA 40-12-502)



Additional Resources



https://www.phe.gov/Preparedness/planning/405d/Do
cuments/HICP-Main-508.pdf

Recommended Practices
1. E-mail protection system
2. Endpoint protection system
3. Access management
4. Data protection and loss 

prevention
5. Network management
6. Vulnerability management
7. Incident response
8. Medical device security
9. Cybersecurity policies

• Sample Forms
• Resources





https://www.hhs.gov/hipaa/for-
professionals/index.html



https://www.healthit.gov/sites/default/files/pdf/privacy/privacy-and-
security-guide.pdf
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1. Importance of Privacy and 
Security Matters

2. HIPAA Rules
3. Patient’s Rights 
4. EHR, HIPAA Security, and 

Cybersecurity
5. Meaningful Use Rules
6. 7-Step Approach for 

Security Management
7. Breach Notification Rules



https://www.justice.gov/criminal-
ccips/file/872771/download

1. Best practices for 
protecting your network
• Educate personnel
• Preventative measures
• Business continuity

2. Suggestions for 
responding to ransomware

3. Law enforcement 
assistance



www.justice.gov/sites/default/files/criminal- ccips/legacy/
2015/04/30/04272015reporting-cyber-incidents-final.pdf
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https://www.hollandhart.com/healthcare#overview
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Questions?

Kim C. Stanger
Office:  (208) 383-3913

Cell:  (208) 409-7907
kcstanger@hollandhart.com


