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This presentation is designed to provide general 
information on pertinent legal topics. The statements made 
are provided for educational purposes only. They do not 
constitute legal or financial advice nor do they necessarily 
reflect the views of Holland & Hart LLP or any of its 
attorneys other than the author. This presentation is not 
intended to create an attorney-client relationship between 
you and Holland & Hart LLP.  Substantive changes in the law 
subsequent to the date of this presentation might affect the 
analysis or commentary.  Similarly, the analysis may differ 
depending on the jurisdiction or circumstances.  If you have 
specific questions as to the application of the law to your 
activities, you should seek the advice of your legal counsel.
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THE THREAT OF CYBERSECURITY
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CYBERSECURITY IN 
HEALTHCARE
▪ Ransomware encrypts 

your IT system so that 
you may not access it, 
including:
– Patient records
– Financial records
– Employment records

▪ Hacker accesses data 
on your system

▪ Hacker manipulates or 
corrupts data on 
medical devices

▪ Employee error leads 
to access to thousands 
of patient records

What are the 
consequences 
to your 
organization?
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CYBERSECURITY IN 
HEALTHCARE

▪ Ransomware encrypts your 
IT system so that you may 
not access it, including:
– Patient records
– Financial records
– Employment records

▪ Hacker accesses data on 
your system

▪ Hacker manipulates or 
corrupts data on medical 
devices

▪ Employee error leads to 
access to thousands of 
patient records

▪ Harm to patients

▪ Inability to access data

▪ Corruption of data

▪ Forced to move patients

▪ Disruption of operations

▪ Lost revenue

▪ Cost of response

▪ Loss or damage to 
equipment

▪ Bad public relations

▪ Fines and penalties

▪ Lawsuits

▪ Others?
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CYBERLIABILITY COSTS

2017 TrendMicro Report

▪ Costs healthcare industry $6 billion per year

2018 Ponemon Report

▪ Average cost for breach
– For hospitals, $2M over two years

– $408 per compromised record 
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CYBERSECURITY LAWS
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CYBERLIABILITY LAWS

▪ Health Insurance Portability and 
Accountability Act (“HIPAA”), 45 CFR part 164

▪ FTC Breach Notification Rule, 16 CFR part 318 
– Applies to vendors of personal health info.

▪ Federal Trade Comm’n Act (“FTCA”) § 5 (15 
USC 45(a))
– Prohibits unfair or deceptive acts affecting 

commerce. 

▪ State breach notification laws

▪ State privacy statutes

▪ State consumer protection statutes
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CYBERLIABILITY CONTRACT 
ISSUES

▪ Payment Card Industry Data Security 
Standards (PCI-DSS) 
– Agreements with major credit cards require 

businesses to comply with certain data security 
rules.

▪ Business Associate Agreements
– Requires BAs to comply with HIPAA security 

standards.

▪ Insurance Coverage
– Insurer may deny coverage if misrepresent data 

security practices.  (Columbia Casualty Co. v. 
Cottage Health Sys., challenging coverage for $4.1 
million settlement)

▪ Others?
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CYBERLIABILITY LAWSUITS

▪ Private Lawsuits
– Consumer protection statutes.

– Breach of fiduciary duty.

– Infliction of emotional distress.

– Negligence.

– Negligence per se based on HIPAA or state laws.

– Intrusion upon seclusion or solitude, or into private 
affairs.

– Public disclosure of embarrassing private facts.

– Publicity which places a person in a false light in the 
public eye.

– Appropriation of name or likeness.

– Whatever a creative plaintiff’s lawyer may cook up…
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CYBERSECURITY ACT OF 2015

▪ Establishes framework to develop 
cybersecurity guidance for industry 
segments and share info re cybersecurity 
attacks.
– HHS must develop voluntary cybersecurity 

guidance for the healthcare industry.

– Allows entities to share info relevant to 
cyberattacks without liability.
▪ Must remove personal info.

▪ Law is currently voluntary.
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HTTPS://WWW.PHE.GOV/PREPAREDNESS/PLANNING/405D
/PAGES/HIC-PRACTICES.ASPX

• Required by  

Cybersecurity 

Act of 2015

• Task force of 

150 

• cybersecurity 

experts

• Issued 12/18

• Compliance 

not mandatory

Suggested 

Practices
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TOP CYBER THREATS 
IN HEALTHCARE

1. E-mail phishing attacks

2. Ransomware attacks

3. Loss or theft of equipment or data

4. Insider, accidental or intentional 
data loss

5. Attacks against connected medical 
devices that may affect patient 
safety
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1. E-MAIL PHISHING ATTACKS

▪ Cybercriminal attempts to trick you into:
– Giving access to system by entering passwords, or
– Downloading malicious software.

▪ Cybercriminal may:
– Obtain your e-mail from publicly available sources.
– Identify contacts through publicly available sources or 

social media.
– Send you e-mail that appears to be from a known 

contact.

▪ E-mail usually contains an active link that:
– Solicits sensitive information, or
– Downloads malicious software.

▪ Some attacks are very convincing…
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E-MAIL PHISHING ATTACKS

“Anthem failed to implement 

appropriate measures for 

detecting hackers who had 

gained access to their system 

to harvest passwords and 

steal people’s private 

information….  We know that 

large health care entities are 

attractive targets for hackers, 

which is why they are expected 

to have strong password 

policies and to monitor and 

respond to security incidents 

in a timely fashion or risk 

enforcement by OCR.”
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E-MAIL PHISHING ATTACK
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MAY ALSO APPEAR TO BE 
INTERNAL E-MAILS
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E-MAIL PHISHING ATTACK
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E-MAIL PHISHING ATTACKS
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E-MAIL PHISHING ATTACK
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E-MAIL PHISHING ATTACK
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E-MAIL PHISHING ATTACKS

▪ Do you know the sender?

▪ Did you expect the e-mail?

▪ Is the subject generic, urgent, 
or suspicious?

▪ Are there spelling, grammar, 
or other indicators that the 
tone or style is off?

▪ Does the e-mail require you to 
take some action, e.g.,

– Disclose confidential info 

– Click on link

– Open attachment

▪ Did you hover over link to see 
the URL destination?

Do NOT
▪Open 

attachment

▪Click on link

▪ Input info
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E-MAIL PHISHING ATTACKS

Practices to consider:

▪ Be suspicious of e-mails from unknown senders, re 
sensitive info, or call to action that stresses urgency or 
importance.

▪ Be suspicious of e-mails that appear to be from known 
senders that ask you to do something out of context or 
unexpected.

▪ Train staff to recognize suspicious e-mails and where to 
forward them.

▪ Never open attachments from unknown senders.

▪ Hover over links to identify URL.

▪ Tag external e-mails to make them recognizable to staff.

▪ Implement security measures to identify and limit 
phishing attacks.23



2. RANSOMWARE ATTACKS
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RANSOMWARE ATTACKS

▪ Cybercriminal infects system with malware 
through phishing or other attacks.

▪ Malware:
– Encrypts data, thereby denying access until 

ransom is paid; 

– Destroys data; or

– Exfiltrates data. 

▪ No guarantee that paying ransom will allow 
you to recover data.
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HTTPS://WWW.JUSTICE.GOV/CRIMINAL-
CCIPS/FILE/872771/DOWNLOAD 

1. Best practices for 

protecting your network

• Educate personnel

• Preventative measures

• Business continuity

2. Suggestions for 

responding to ransomware

3. Law enforcement 

assistance
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RANSOMWARE ATTACKS

Practices to consider

▪ Train staff to recognize phishing and other security concerns.

▪ Warn staff of external e-mails.

▪ Establish a strong firewall.

▪ Deploy anti-malware detection and remediation tools.

▪ Patch software per authorized procedures.

▪ Use strong username and passwords with multi-facet 
authentication.

▪ Limit users who can log in from remote desktops.

▪ Limit rate of allowed authentication attempts.

▪ Separate critical and vulnerable systems.

▪ Determine which computers may access and store critical data.

▪ Maintain and protect data backups and recovery processes.

▪ Implement incident response procedures.
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HTTPS://WWW.HHS.GOV/SITES/DEFAULT
/FILES/RANSOMWAREFACTSHEET.PDF

According to OCR, ransomware attack 

is a presumptive HIPAA breach 

requiring:

• Investigation

• Notice to

• Individuals

• HHS

• Media, if > 500 persons

• Fallout from govt investigation and 

adverse PR

29



3. LOSS OR THEFT OF EQUIPMENT 
OR DATA
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LOSS OR THEFT OF EQUIPMENT 
OR DATA

▪ Beware unsecured or unencrypted equipment, 
e.g.,
– Equipment (e.g., desktop, copier, fax, medical device, 

etc.)
– Laptops, tablets, smart phones
– USBs/thumb drives

▪ May contain e-PHI, e.g., 
– Medical records
– E-mails or texts
– Photos or images
– Videos
– Voice messages
– Other?

▪ May allow access to system, e.g., 
– Passwords, connections, emails, etc.

ePHI
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LOSS OR THEFT OF EQUIPMENT 
OR DATA

“[I]n cases where a lost laptop 
[,USB, phone, or other device 
containing e-PHI] is 
recovered, the fact that a 
forensic analysis of the 
computer shows that its 
information was not accessed 
is a relevant consideration for 
the risk assessment, and 
entities in such situations may 
be able to demonstrate a low 
probability that the 
information has been 
compromised….  [I]f a 
computer is lost or stolen, we 
do not consider it reasonable 
to delay breach notification 
based on the hope that the 
computer will be recovered.”

(HHS commentary to the 
HIPAA omnibus rule, 78 FR 
5646)

The corollary:

Loss of 
unencrypted device 
containing e-PHI is 
presumptively a 
reportable HIPAA 
breach.

32



Unencrypted laptop 

containing ePHI of 1,391 

individuals stolen from 

employee’s car.

• Insufficient risk analysis

• Insufficient safeguards

• No policies re mobile 

devices
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LOSS OR THEFT OF EQUIPMENT 
OR DATA
HHS Examples

“A covered entity disposed of several hard drives 
containing electronic protected health 
information in an unsecured dumpster, in 
violation of [HIPAA]. HHS’s investigation reveals 
that the covered entity had failed to implement 
any policies and procedures to reasonably and 
appropriately safeguard protected health 
information during the disposal process.”

“A covered entity’s employee lost an 
unencrypted laptop that contained unsecured 
protected health information. HHS’s 
investigation reveals the covered entity feared its 
reputation would be harmed if information 
about the incident became public and, therefore, 
decided not to provide notification as required 
by § 164.400 et seq.”

(HHS commentary to breach notification rule, 75 
FR 40879)

Consequences
▪ Willful neglect.

▪ Mandatory penalties of:
– If correct w/in 30 

days:
▪ $11,182 to 

$57,051 per 
violation

▪ Max $114,102 
per type per 
year.

– At least $57,051 per 
violation if don’t 
correct w/in 30 days
▪ $57,051 per 

violation
▪ Max $1,711,533 

per type per 
year
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LOSS OR THEFT OF EQUIPMENT 
OR DATA
▪ Practices to consider:

– Train personnel.

– Encrypt sensitive data.

– Use secure server.

– Implement proven backup and restoration 
processes.

– Acquire and use data loss prevention tools.

– Implement safeguard policy for mobile devices.

– Maintain accurate asset inventory.

– Implement process to remove sensitive info from 
all devices before retired.
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BEWARE MOBILE DEVICES
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LOSS OR THEFT OF EQUIPMENT 
OR DATA
Questions to consider:

▪ Does my equipment contain confidential or 
sensitive information?

▪ Is the device secured through, e.g., strong 
password protection?

▪ Is the information encrypted?

▪ May I or do I need to take the equipment 
with me?

▪ Is there a secure virtual private network 
(VPN) that I can use?
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4. INSIDER ACCIDENTAL 
OR INTENTIONAL DATA LOSS
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INSIDER ACCIDENTAL OR 
INTENTIONAL DATA LOSS

Common vulnerabilities

▪ Files e-mailed to wrong 
address

▪ Inadequate monitoring, 
tracking and auditing
– Access to e-mail and file 

storage
– E-mailing and uploading 

data outside 
organization

▪ Inadequate physical 
access control

▪ Inadequate training

Practices to consider

▪ Train personnel

▪ Workforce access 
limits and audits

▪ Implement privileged 
access management 
tools

▪ Implement and use 
data loss prevention 
tools.

▪ Backup
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5. ATTACKS AGAINST 
CONNECTED MEDICAL DEVICES
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• Heart 

monitors

• Pacemakers

• Insulin pumps

• Imaging scans

• Others?
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ATTACKS AGAINST CONNECTED 
MEDICAL DEVICES

Common vulnerabilities

▪ Patches not 
implemented

▪ Outdated equipment 

▪ Most devices cannot be 
monitored by intrusion 
detection system

▪ Cybersecurity profile 
info may be unavailable 

▪ Wide variance in 
devices

Practices to consider

▪ Communicate with 
device mfr

▪ Follow mfr instructions

▪ Patch devices after 
patch has been 
validated and tested

▪ Assess security on 
networked devices

▪ Assess devices risks

▪ Contract carefully
▪ Access controls for 

outsiders
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ADDITIONAL RESOURCES

44



HTTPS://WWW.PHE.GOV/PREPAREDNESS/PLANNING/
405D/DOCUMENTS/HICP-MAIN-508.PDF 

Recommended Practices

1. E-mail protection system

2. Endpoint protection system

3. Access management

4. Data protection and loss 

prevention

5. Network management

6. Vulnerability management

7. Incident response

8. Medical device security

9. Cybersecurity policies

• Sample Forms

• Resources
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HTTPS://WWW.HEALTHIT.GOV/SITES/DEFAULT/FILES/PDF
/PRIVACY/PRIVACY-AND-SECURITY-GUIDE.PDF

1. Importance of Privacy and 

Security Matters

2. HIPAA Rules

3. Patient’s Rights 

4. EHR, HIPAA Security, and 

Cybersecurity

5. Meaningful Use Rules

6. 7-Step Approach for 

Security Management

7. Breach Notification Rules
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HTTPS://WWW.JUSTICE.GOV/CRIMINAL-
CCIPS/FILE/872771/DOWNLOAD 

1. Best practices for 

protecting your network

• Educate personnel

• Preventative measures

• Business continuity

2. Suggestions for 

responding to ransomware

3. Law enforcement 

assistance
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WWW.JUSTICE.GOV/SITES/DEFAULT/FILES/CRIMINAL- CCIPS/LEGACY/
2015/04/30/04272015REPORTING-CYBER-INCIDENTS-FINAL.PDF
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HTTPS://WWW.HOLLANDHART.COM/HEALTH
CARE#OVERVIEW 

Past Webinars
Publications
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QUESTIONS?

Kim C. Stanger

Office: (208) 383-3913

Cell: (208) 409-7907

kcstanger@hollandhart.com
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Lisa M. Carlson

Office: (208) 383-3910

Cell: (208) 949-0845

lcarlson@hollandhart.com

mailto:kcstanger@hollandhart.com
mailto:kcstanger@hollandhart.com

