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DISCLAIMER

This presentation is similar to any other legal education 
materials designed to provide general information on 
pertinent legal topics. The statements made as part of the 
presentation are provided for educational purposes only. They 
do not constitute legal advice nor do they necessarily reflect 
the views of Holland & Hart LLP or any of its attorneys other 
than the speaker. This presentation is not intended to create 
an attorney-client relationship between you and Holland & 
Hart LLP. If you have specific questions as to the application 
of law to your activities, you should seek the advice of your 
legal counsel.  
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SOURCES

1. https://www.hhs.gov/hipaa/for-professionals/compliance-
enforcement/agreements

2. https://www.hhs.gov/hipaa/for-
professionals/security/guidance/cybersecurity/cybersecurity-
newsletter-archive/index.html?language=es

3. https://www.hhs.gov/hipaa/for-
professionals/security/index.html
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AGENDA

Healthcare Industry Is a Target for 
Cyber Criminals

OCR Enforcement Actions 

HIPAA Security Rule and Risk 
Assessment

Other Applicable Privacy Laws



TARGET: HEALTHCARE SECTOR
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TREASURE-TROVE OF VALUABLE INFORMATION

• Name
• Address
• Phone number
• Email
• SSN
• Bank accounts
• Credit card accounts
• Medical history
• Biometric information
• Health insurance information
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Man-in-the-Middle Attacks

HACKING
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MAN-IN-THE-MIDDLE ATTACKS

Some organizations use HTTPS interception products to 
detect malware over the HTTPS connection

Many HTTPS interception products are inadequate (see 
https://insights.sei.cmu.edu/cert/2015/03/the-risks-of-ssl-
inspection.html for partial list)

Use https://badssl.com/ to determine if your HTTPS 
interception product is inadequate

See US-CERT’s other recommendations regarding MITM 
attacks at https://www.us-cert.gov/ncas/alerts/TA15-120A
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RANSOMWARE

WANNACRY



RECENT OCR ACTIONS
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UNIVERSITY OF TEXAS: MD ANDERSON CANCER CENTER

June 18, 2018: $4.38 million civil penalty

Unencrypted laptop stolen and two unencrypted USB drives 
lost between 2012-2013 ( 33,500 ePHI records)

HHS ALJ’s findings of HIPAA violations

• Failure to implement access controls
• Policies requiring device-level encryption of ePHI in place since 2006
• Identified encryption of data on mobile media as an unmitigated “high risk 

area” in two separate risk analyses (2010 and 2011)
• Actual knowledge that employees were downloading ePHI to unencrypted 

devices
• Failed to implement device-level encryption despite recognizing risk and 

announcing implementation plan
• Did not document reasons why device-level encryption was not feasible

https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/agreements/index.html
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FRESENIUS MEDICAL CARE NORTH AMERICA 

February 1, 2018: $3.5 million settlement and corrective action plan

Laptops, desktops and a USB drive, some of which were unencrypted, 
were stolen or lost in 5 incidents over 6 months (521 ePHI records)

HHS OCR’s findings of HIPAA violations

• Inadequate risk assessment
• Unauthorized access
• Failed to implement policies and procedures regarding:

• Safeguarding its facilities and equipment from unauthorized access, tampering and 
theft

• Receipt and removal of hardware and electronic media containing ePHI
• Mechanism to encrypt and decrypt ePHI
• Addressing security incidents
• Use and access of workstations containing ePHI

Source: https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/agreements/FMCNA/index.html
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FRESENIUS MEDICAL CARE NORTH AMERICA 

Corrective action plan requires Fresenius to:
• Complete a risk analysis and risk management plan
• Develop policies and procedures to regularly evaluate 

environmental or operational changes affecting the 
security of ePHI

• Implement encryption of hardware and electronic media
• Revise policies and procedures regarding:

• Receipt and removal of hardware and electronic media
• Physical access to electronic information systems and 

facilities
• Augment existing mandatory workforce training program 
• Submit to HHS OCR reports on encryption and training as 

well as annual reports
Source: https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/agreements/FMCNA/index.html
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21ST CENTURY ONCOLOGY, INC.

December 28, 2017: $2.3 million settlement  and 
corrective action plan

Unauthorized access to network database through 
remote desktop protocol (2,213,597 ePHI records)

HHS OCR’s findings of HIPAA violations

• Inadequate risk assessment
• Insufficient security measures
• Failed to implement procedures to regularly review records of 

information system activity, such as audit logs, access reports and 
security incident tracking reports

• Disclosed ePHI to third party vendors without BAAs
Source: https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/agreements/21CO/index.html
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21ST CENTURY ONCOLOGY, INC.

Corrective action plan requires 21st Century to:
• Complete a risk analysis and risk management plan
• Revise policies and procedures
• Educate its workforce on policies and procedures
• Provide list of all business associates and copies of all 

maintained BAAs to HHS OCR
• Set up an internal monitoring plan for compliance with 

settlement requirements
• Hire third party assessor to review compliance at least 

annually
• Set up an internal reporting system for all workforce to 

report violations of HIPAA policies and procedures
• Submit annual reports to HHS OCR

Source: https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/agreements/21CO/index.html
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OTHER RECENT OCR ACTIONS

$2.5 million settlement for insufficient risk analysis and risk management 
plan and draft policies and procedures (CardioNet)

$400,000 settlement for delayed and insufficient risk analysis (Metro 
Community Provider Network)

$5.5 million settlement for failure to implement workforce access policies 
and procedures and audit controls (Memorial Healthcare System)

$2.3 million penalty for ineffective physical controls and no risk 
management plan (Children’s Medical Center of Dallas)

$2.2 million settlement for no risk analysis or risk management plan and 
delayed corrective measures (MAPFRE Life Insurance of Puerto Rico)

Other smaller settlements for no BAA and untimely breach notification

Source: https://www.hhs.gov/ocr/newsroom/



HIPAA SECURITY RULE 
AND RISK ASSESSMENT
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HIPAA SECURITY RULE

General 
requirements:

(1) Ensure the confidentiality, integrity, 
and availability of all electronic protected health 
information the covered entity or business associate 
creates, receives, maintains or transmits

(2) Protect against any reasonably anticipated 
threats or hazards to the security or integrity of such 
information

(3) Protect against any reasonably anticipated 
unauthorized uses or disclosures of such information 

(4) Workforce compliance
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HIPAA SECURITY RULE

Requires compliance with security standards and 
required and addressable implementation 
specifications 

• (1) May choose security measures that are reasonable and 
appropriate

• (2) Factors to consider:
• size, complexity and capabilities 
• technical infrastructure, hardware and software security 

capabilities
• costs of security measures
• probability and criticality of potential risks to ePHI

Flexible approach:
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HIPAA SECURITY RULE

Requires regular review and modification of 
security measures 

• Retain for 6 years
• Make available to people implementing procedures
• Review periodically and update as needed

Requires documenting actions, activities, 
assessments, policies and procedures in writing
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ADMINISTRATIVE SAFEGUARDS

Source: https://www.gpo.gov/fdsys/pkg/CFR-2010-title45-vol1/pdf/CFR-2010-title45-vol1-part164-subpartC-
appA.pdf
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PHYSICAL SAFEGUARDS

Source: https://www.gpo.gov/fdsys/pkg/CFR-2010-title45-vol1/pdf/CFR-2010-title45-vol1-part164-subpartC-
appA.pdf
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TECHNICAL SAFEGUARDS

Source: https://www.gpo.gov/fdsys/pkg/CFR-2010-title45-vol1/pdf/CFR-2010-title45-vol1-part164-subpartC-
appA.pdf
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HHS RISK ASSESSMENT TOOL

Security Risk Assessment Tool
• https://www.healthit.gov/providers-

professionals/security-risk-assessment-tool
• Windows and iPad version
• Paper versions
• User guide
• 156 questions
• No guarantee of compliant results
• Can document answers, comments and plans 

in tool
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NIST 800-30: RISK ASSESSMENT

Source: http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf
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VULNERABILITIES

• Technology: bugs, misconfiguration, inherent weakness
• People: social engineering, poor choices
• Process: defects, data handling

Flaws or weaknesses in system security procedures, 
design, implementation or internal controls

• Russian-speaking hacker is offering access to 2 medical offices 
(15,000 New York patient records and 11,000 Michigan patient 
records)

• Both offices use eClinicalWorks software but hacker claims access 
was obtained via compromised virtual network computing (VNC) 
protocol

ePHI records for sale:
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SOURCES OF KNOWN VULNERABILITIES

• https://www.us-cert.gov/mailing-
lists-and-feedsUS-CERT

• https://cve.mitre.org/index.html
CVE: Common 
Vulnerabilities 
and Exposures

• https://nvd.nist.gov/
NVD: National 
Vulnerability 

Database
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RISK ASSESSMENT

• Failure to account for third-party risk
• SAAS, Cloud, Business Associates
• Right to audit over-reliance in absence of 

SOC 2
• Misunderstanding of SOC 1 vs. SOC 2 

reports
• Failure to completely inventory ePHI and 

systems
• Not conducting a risk assessment as defined, 

opting for gap analysis
• No risk assessment at all
• No minutes of board deliberations or 

documentation of management action

Common 
Mistakes:
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ACTION ITEMS

When you 
return to work:

• Identify when your next risk assessment is 
due

• Review last risk assessment
• Identify shortcomings

30 days: 

• Discuss noted shortcomings with 
management

• Assign accountable party to plan for 
upcoming risk assessment to address 
observed weaknesses, based on OCR 
guidance

90 days: 
• Complete inventory of: ePHI, storage 

media, transmission, systems and 
endpoints

180 days: • Conduct an improved risk assessment



OTHER APPLICABLE PRIVACY 
LAWS
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FEDERAL TRADE COMMISSION (FTC)

• Authority to redress “unfair and deceptive 
trade practices”

• Focused on promises made in consumer-
facing privacy notices

• Primary enforcement mechanism is the 
consent decree
– If violate consent decree, FTC can impose 

penalties
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FTC ENFORCMENT ACTIONS

• In Re LifeLock
– LifeLock falsely advertised that it protected 

customer data using same high-level 
safeguards used by financial institutions

– Agreed to a consent decree in 2010 agreeing 
to pay $12 million in refunds, cease false 
advertising, and develop a comprehensive 
security program to protect consumer data (as 
it had promised)

– LifeLock violated the consent decree and paid 
$100 million to settle the subsequent lawsuit

Source: https://www.ftc.gov/news-events/press-releases/2015/12/lifelock-pay-100-million-consumers-settle-ftc-charges-it-violated
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WYOMING DATA BREACH NOTIFICATION LAW

• Applicability: any person or entity doing business in Wyoming
• Personal Identifying Information: First and last name (or first 

initial and last name) and:
– SSN
– Driver’s license number
– Financial account number (bank, credit card) + password or pin
– Medical information
– Health insurance information
– Biometric data

• Notification required if there is:
– Unauthorized acquisition and misuse of personal identifying 

information
– Material compromises security, confidentiality or integrity of 

information
– Reasonable belief that acquisition will cause loss or injury to a 

Wyoming Resident
Source: Wyoming Statutes Annotated § 40-12-501 et seq.
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WYOMING DATA BREACH NOTIFICATION LAW (CON’T)

• Notification Obligations:
– Must notify affected Wyoming residents “as 

soon as possible” after discovering the breach
– Must give written or email notice
– Notice must disclose date and nature of the 

breach, type(s) of information compromised, 
actions taken to prevent future breaches, and 
advice to review account statements and 
monitor credit

Source: Wyoming Statutes Annotated § 40-12-501 et seq.
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BREACHES FROM EXPECTED AND UNEXPECTED SOURCES

• Cyberattacks
• Rogue employees
• Careless employees
• Careless business associates
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KEY TAKEAWAYS

• Healthcare industry is a prime target for 
cybercriminals

• OCR takes HIPAA security violations 
seriously

• Must design systems to comply with 
multiple cybersecurity regimes

• Constant vigilance is a must



THANK YOU!

Steven M. Lau
smlau@hollandhart.com


