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LABOR AND EMPLOYMENT LAwW

Employment Issues in the Electronic Age

by Tanya E. Milligan

Communication technology is advancing at a much fasz‘er rate than the laws governing the employer-employee
relationship. This article addresses the risks associated with electronic communications in the workplace and laws

protecting employee electronic activities.

nication with clients and employees. It is commonplace, if not

necessary, in today’s business world for employers to allow em-
ployees to access the Internet through employer-owned comput-
ers and smartphones. In 2007, 54 percent of in-house counsel re-
sponding to a survey stated that their company allows employees
to use instant messaging at work, requiring an Internet or intranet
connection.! Additionally, 74 percent of companies allow employ-
ees to access the corporate network from their home computers on
the Internet.? These new modes of communication present chal-
lenges for employers and employees.

This article discusses the risks associated with employee use of
electronic communications and the reasons employers monitor
their employees’ electronic activities, including e-mails, instant
messages, text messages, blogs, and moblogs. The article also ex-
plores various causes of action available to employees in connec-
tion with their use of electronic communications, including the
bases for employee privacy rights, how current federal employment
laws protect employee electronic activities, and the possible bases
for employee wrongful discharge claims. Attorneys should be
aware of these risks and causes of action when counseling employ-
ees regarding their electronic activities and counseling employers
regarding policies, procedures, and disciplinary actions.

In the electronic age, employers rely heavily on instant commu-

Monitoring Employee Cyber Activities

Employers choose to monitor employee electronic activities for a
variety of reasons, from a desire to protect the company’s confiden-
tial and proprietary information, to improving employee produc-
tivity. As explained more fully below, monitoring can lead to an in-

creased risk of litigation. Therefore, the decision to monitor and
the manner of doing so should be made with the advice of counsel.

Confidentiality

Most employers invest substantial financial resources in devel-
oping their products, services, processes, systems, and methods. The
resulting confidential information often is extremely valuable to the
business, and it can be financially devastating if the information is
revealed to a competitor or the public. Many thefts and inadver-
tent disclosures of confidential information are committed by com-
pany employees, and monitoring employee communications on the
Internet can protect confidential information.

Google evidently monitors its employees’ electronic activities—it
fired an employee after just eleven days of employment for alleged-
ly blogging on the employee’s personal website about, in the blog-
ger’s words, “vague financial-related things.”3 Eli Lilly & Co. re-
cently learned that a mistaken mouse click can be devastating.* The
company was in confidential settlement talks with a government
agency concerning its most profitable drug, Zyprexa, when one of
Eli Lilly’s outside counsel accidentally sent an e-mail containing
confidential and comprehensive settlement negotiations to 75e
New York Times. The outside counsel had intended to send an
e-mail to her co-counsel; instead, a New York Times reporter with
the same last name popped up in the attorney’s e-mail contact list.”

Trade Disparagement and Defamation

The Internet, an easily accessible and extremely wide-reaching
medium of communication, democratized the nature of public
speech. Freedom of the press, as one court noted, “is [no longer]
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limited to those who own one.”® Anyone with access to the Inter-
net can “become a town crier with a voice that resonates farther
than it could from any soapbox.””

A company’s reputation in the community—for example, for
quality of work, timeliness, or goodwill—can be as valuable an asset
as any of its confidential information. Goodwill adds tremendous
value to a company. Therefore, an employer has a substantial inter-
est in knowing what its employees are saying about the company
on the Internet that may affect how its products or services are
viewed.

For example, Ellen Simonetti, a Delta Air Lines flight atten-
dant, maintained a blog, “Queen of the Sky: Diary of a Flight At-
tendant.” Simonetti alleged she was fired by Delta for posting pho-
tos of herself in uniform on an airplane and for comments posted
on her blog that her employer deemed inappropriate.® Simonetti
sued Delta for wrongful termination, discrimination, and defama-
tion.

Although her claims still are unresolved, her termination by
Delta, ostensibly to protect its trade name and goodwill, came with
the cost of defending this litigation and the countless articles pub-
lished about it.” Even so, in November 2008, Virgin Atlantic Air-
ways fired thirteen flight attendants after they posted joking mes-
sages on Facebook about passengers and faulty airplane engines.1

HealthSouth also resorted to litigation to protect its goodwill.
A former employee of HealthSouth posted several embarrassing
and personal allegations about HealthSouth’s CEO and his wife
on a Yahoo! Finance message board.! The individual posted un-
der the name “I AM DIRK DIGGLER,” a reference to the male
porn star character in the movie Boogie Nights.12 The postings were
quintessential defamatory statements—false statements that harm
or tend to harm an individual’s reputation or standing in the com-
munity.!3 Although HealthSouth was successful in determining
the identity of the blogger and ending the defamation, it is not
known what damages HealthSouth recovered. As it turns out, the
blogger was a food-service worker at Penn State University, who, as
a result of the lawsuit, lost his job.1

Productivity—"Cyberloafing”

Employees often use employers’ online and e-mail services to
pay bills, e-mail family and friends, shop for gifts or other personal
items, or chat with office colleagues. According to a survey by
America Online and salary.com, the average worker admits to
wasting more than two hours per eight-hour workday, and 44 per-
cent of respondents cited Web surfing as their top time-waster.®
Increasing productivity and commitment is a constant concern for
employers, because wasted employee hours directly affect the bot-
tom line. Thus, employers have a substantial interest in monitor-
ing employee electronic activities in relation to productivity.

Employee Discrimination and Security

Federal law requires employers to maintain a workplace free of
sexual, racial, and other types of harassment. Employees might blog
on their personal websites using sexist or sexually explicit com-
ments or racial epithets when discussing their co-workers. Such
conduct is even more troubling if the employee is a manager or su-
pervisor, because the employer can be held strictly liable for such
discriminatory remarks if they affect the working conditions of
other employees.’® An employee also might use his or her blog to

express threats of violence at the workplace or against other em-
ployees, or even a third party.

There is legal precedent for requiring an employer to take affir-
mative action to prevent violent or illegal behavior against a person
who is not an employee of the company. In Doe v. XYC Corp.,'”
company computer technicians and supervisors discovered that an
employee was using the employer’s computer system to visit porno-
graphic websites while at work. Because the employer had a policy
against monitoring the Internet activities of its employees, the com-
pany did not take any action. Later, it was discovered the employee
also was taking illicit pictures of his 10-year-old stepdaughter and
using his office computer to publish the photos on the Internet.

In a lawsuit initiated by the girl's mother, the New Jersey Supe-
rior Court reversed the lower court’s summary judgment, holding
that the employer was on notice of the employee’s activities and
was under a duty to investigate further and to take prompt action.
The case was returned to the trial court.!® Thus, an employer may
be held liable for an employee’s electronic activities—even when
those activities affect third parties but no other employees.

Employee Causes of Action
Based on Electronic Activities

Given the volume and variety of risk associated with employee
electronic activities, more employers are monitoring their employ-
ees’ electronic activities and taking employment actions based on
these activities. In doing so, employers should be mindful that ex-
isting laws may protect certain electronic activities. Some of the
most common causes of action available to employees are discussed
below.

Public Sector: First Amendment Protection
Employee privacy rights can vary widely depending on whether

the employee works in the public or private sector. Public sector
employers are state actors and must conform their actions to the
protections under the U.S. Constitution, specifically the First and
Fourth Amendments. Whether a government employee’s speech
is protected by the First Amendment determines whether the gov-
ernment employer may discipline the employee based on that
speech. In other words, if speech is protected, the public employer
cannot discipline an employee for exercising his or her First
Amendment rights.

The U.S. Supreme Court’s opinion in Garcetti v. Caballos'? ad-
dressed government employees’ First Amendment rights to free
speech. The Court stated that public employees do not lose their
First Amendment rights to speak on matters of public concern
simply because they are public employees. Nevertheless, the Court
recognized that freedom of speech is not absolute and government
employers need a significant amount of control over their employ-
ees'words and actions to efficiently provide public services.’

The Court described the appropriate analysis regarding whether
the First Amendment protects a public employee’s speech. The first
step of the analysis has two parts: (1) the employee must speak as a
citizen; and (2) the speech must be regarding a matter of public
concern. If the employee is speaking as a citizen and the speech is
regarding a matter of public concern, the second step is to deter-
mine whether the government entity had an adequate justification
for treating the employee differently from any other member of the
general public.?!
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The First Circuit applied the Garcetti analysis in a case involving
a corrections officer, Curran, who was terminated for the content
of his blog entries posted on a website hosted by the employees’
union.?? In his comments, Curran complained that the sheriff un-
tairly disciplined and harassed his political rivals and union mem-
bers. Curran compared the sheriff to Hitler and referenced, with
approval, the few German soldiers who plotted against Hitler’s life,
ending one of his blog entries with the words “death before dis-
honor.”

The First Circuit held that, even though Curran was speaking
as a citizen and some of his statements regarded matters of public
concern, the sherift’s department was justified in terminating his
employment, because his postings contained speech “going far be-
yond providing information in which there was a legitimate public
interest.”?3 Defamatory, vulgar, insulting, and defiant speech is en-
titled to less weight when determining whether the government
entity had an adequate justification for treating the employee dif-
ferently.?* Moreover, the sheriff’s department did not have to show
an actual adverse effect to terminate Curran—the risk of disrup-
tion to the department from the text was enough.

Garcerti did not alter the general rule that private employees
usually are not entitled to First Amendment protection.?® To the
contrary, the Supreme Court emphasized that “[g]overnment em-
ployers, like private employers, need a significant degree of control
over their employees’ words and actions.”?” Garcet#i affirms the
right of every employer to control its employees’ official job-related
speech, stating that “the First Amendment does not prohibit man-

agerial discipline based on an employee’s expressions made pur-
suant to official responsibilities.” 23

Public Sector: Fourth Amendment Protection

A government employer’s attempts to monitor the electronic ac-
tivities of its employees may be considered a “search” for Fourth
Amendment purposes. If a search violates the Fourth Amend-
ment, the results of the search may not be used as the basis for an
employment decision.?’

The analysis for determining whether a government employee
has a privacy right in his or her computer files is similar to the
analysis regarding privacy rights in an employee’s office, desk, or
personal papers. Whether a government employer can search its
employees’ computer depends on the employees’ expectations of
privacy and the reasonableness of the search. Notice of the right to
search, coupled with the consistent and not-infrequent conduct of
searches, are critical to a finding that a public employee has no rea-
sonable expectation of privacy.3

In 2008, the Ninth Circuit held that the city of Ontario, Cali-
fornia violated a police sergeant’s privacy rights by reading the text
messages he sent and received on his department-issued pager.3!
The city had a policy restricting the use of communications sys-
tems to city business. The city also had a practice of requiring em-
ployees to pay the overage charge if the employee exceeded his or
her allotment of 25,000 characters. Employees were informed that
the text messages would not be audited if the employee agreed to
pay the overage charge.
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Frustrated with the drain on administrative resources to collect
overage charges from employees, the city contacted its text mes-
sage provider, Arch Wireless Operating Co., and requested tran-
scripts of the text messages. The city audited the transcripts to de-
termine whether the overage charges were caused by personal use,
or whether the city needed to increase the character amount to
cover work-related communications. The investigation revealed
that many of the text messages sent and received by plaintiff, John
Quon, were personal and sexually explicit.3?

Quon sued the city, alleging a violation of his Fourth Amend-
ment right to privacy. The Ninth Circuit ruled that the city violat-
ed Quonss privacy, holding: (1) Quon had a reasonable expectation
of privacy in the messages, given the city’s practice of not auditing
text messages; and (2) the search was unreasonable, because the city
could have used less intrusive means to determine whether it need-
ed to increase the character amount.

Strong policies and practices can go far in helping clarify an em-
ployee’s expectation of privacy or lack thereof. This case demon-
strates, however, that if an employer fails to enforce its computer
use policy or does so inconsistently, the policy might be ineffectual
in litigation.

Private Sector: Invasion of Privacy

Because private sector employers are not state actors, generally,
private sector claims of privacy are based in the common law tort
of “intrusion upon seclusion” or “invasion of privacy.” The basis for
a claim of invasion of privacy is whether the intrusion would be
considered highly offensive to a reasonable person.>* Thus, whether
the employee had a reasonable expectation of privacy will guide the
analysis of whether the employer can access the employee’s infor-
mation and act on that information.

Courts generally have held that an employee does not have a
reasonable expectation of privacy in the employer’s computer or
e-mail system. In McLaren v. Microsoft Corp., the Texas Court of
Appeals concluded that an employee had no reasonable expecta-

tion of privacy in the contents of e-mail messages sent and received
over the employer’s e-mail system and stored on the employee’s of-
fice computer.

Following termination, the plaintiff-employee brought suit for
invasion of privacy, alleging the employer “broke into” some per-
sonal e-mail folders that were stored under a private password, sep-
arate from the password needed to log on to the computer, and re-
leased the e-mail folders to third parties.®® The employee argued
that the additional password gave rise to a legitimate expectation
of privacy in those e-mail messages. The employee analogized this
situation to a case where an expectation of privacy was found to ex-
ist with regard to the contents of an employee locker that was
locked with a private padlock brought from home.3” The court re-
fused to analogize employee e-mail to an employee’s assigned lock-
er, because the locker was meant for storage of personal items,
whereas e-mail and workplace computers are intended for the em-
ployee to perform the functions of the job.38

McLaren is illustrative of the direction courts are taking with re-
gard to employee expectation of privacy in the private sector. Clear
policies stating that the employee has no expectation of privacy in
the employer’s computer and equipment, and that the employer
will monitor the communications systems, further reduce any em-
ployee expectation of privacy and, thus, risk of liability under such a
claim.

Federal Omnibus Crime, Control and Safe Street Acts

In 1968, Congress enacted the Omnibus Crime, Control and
Safe Street Acts, or “Wiretap Act,” which prohibits private indi-
viduals and employers from intercepting wire or oral communica-
tions, including telephone, computer, or electronic communica-
tions.® Additionally, most states have laws that prohibit intercep-
tion of telephone and electronic communications. There are three
elements to a violation of the Wiretap Act: (1) intentional or reck-
less disregard of the law; (2) a wire, oral, or electronic communica-
tion; and (3) an interception.®

The “interception” element has proven to
be the most interpreted aspect of the
statute. Courts have held that an intercep-
tion must occur contemporaneously with
transmission.*! Accordingly, the Wiretap
Act does not apply to communications in
electronic storage—either before or after
being sent—because opening and reading
such communications would not occur at
the time of transmission. Therefore, where
an e-mail has been sent but remains unread
in the recipient’s inbox, a third party may
open the e-mail and read the stored com-
munication without violating the Wiretap
Act.

In one case, where the Secret Service
seized a computer used to operate an elec-
tronic bulletin board system that contained
private, unopened e-mails, the Fifth Circuit
held there was no violation of the Wiretap
Act.* Due to the courts’ interpretation of
“interception,” the Wiretap Act has only
very narrow applicability to employee mon-
itoring contexts because, technologically, it
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is almost impossible for an employer to “intercept” an e-mail as
that term is interpreted.*3

Federal Electronic Communications Act
and Stored Communications Act

Congress enacted the Electronic Communications Privacy Act
0f 1986 (ECPA) to expand the protections of the Wiretap Act.
The ECPA prohibits the interception of e-mail transmissions by:
(1) unauthorized individuals; or (2) individuals working for a gov-
ernment entity acting without a proper search warrant.* Although
the ECPA generally is concerned with the unauthorized intercep-
tion of electronic communications by business competitors, it does
not specifically exempt employers monitoring the e-mail of its em-
ployees.®

However, the ECPA has several exceptions to the prohibition
on intercepting e-mails. The three most relevant to the workplace
are: (1) where one party consents; (2) where the provider of the
communication service can monitor communications; and (3)
where the monitoring is done in the ordinary course of business.*
Employers have fit fairly easily into the consent exception to the
ECPA by instituting policies and procedures in their employee
handbooks indicating that they will monitor electronic and e-mail
communications, and by requiring employees to sign an acknowl-
edgment indicating their consent to abide by the policies and pro-
cedures in the employee handbook or stating that continued em-
ployment indicates consent.*’

The Stored Communications Act is part of the ECPA and gen-
erally provides privacy protection for facilities through which elec-
tronic communications are stored.*® Some of the exceptions to the
protection are: (1) access authorized by the person or entity pro-
viding a wire or electronic communication service; or (2) access au-
thorized by a user of that service with respect to a communication
of or intended for that user.

In Konop v. Hawaiian Airlines,* the Ninth Circuit applied the
Stored Communications Act to a case involving an employer who
accessed an employee’s blog without authorization. The plaintiff, a
pilot and employee of Hawaiian Airlines, maintained a website
that contained commentary critical of the Airlines’ management
practices. The website required users to have an assigned username
and password to access the site, and most registered users were oth-
er Hawaiian Airlines employees. The users also were required to
abide by the terms and conditions of the website, which included a
prohibition on allowing management to view the website and a
prohibition on disclosing the website’s contents to any other per-
son.%0

A senior manager used the usernames and passwords of other
employees, with their permission, to access the website and view
the pilot’s blog entries. The Ninth Circuit held that the senior
manager violated the Stored Communications Act because, al-
though the employees who authorized the manager’s access had
usernames and passwords, those employees had never accessed the
website and, thus, they were not users within the plain meaning of
that term.”! Because the Stored Communications Act allows only
a user or provider to give authorization, the senior manager’s ac-
cess of the blog violated the Stored Communications Act.

The case was remanded to the trial court for an assessment of
damages allowable under the Stored Communications Act.>?
Konop is illustrative of the pitfalls an employer may encounter by
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being overzealous in its attempts to monitor and control its em-
ployees’ Internet activities.

National Labor Relations Act

The National Labor Relations Act is a federal act that protects
the rights of employees to form unions, engage in collective bar-
gaining, organize strikes, and engage in concerted activities.” If an
employer monitors employee electronic activities, it should take
care to avoid improper interference with employee attempts to
unionize, in violation of the Act.

In 2007, the National Labor Relations Board (NLRB), the enti-
ty charged with enforcing the Act, considered whether a policy that
prohibited the use of e-mail for all non-job-related solicitations in-
terfered or restrained employees in the exercise of their right to
form unions.>* The union president sent three e-mails to other em-
ployees using the company e-mail system. Two of the e-mails were
found to be solicitations to support union activity, and the union
president was disciplined as a result of the violation of the Com-
munication Systems Policy.”

In finding that the employer did not violate the Act, the NLRB
reaffirmed that an employer has a “basic property right” to “regulate
and restrict employee use of company property.”>® The opinion
stated that the Act provides “no statutory right to use employer-
owned property, such as bulletin boards, telephones, televisions, and
now email, as long as the employer’s restrictions are nondiscrimi-
natory.”>’ The NLRB held that employees are not entitled to the

most convenient or most effective means of communication for

unionizing purposes, and they have no additional right to use an
employer’s equipment for those purposes regardless of whether the
employees are authorized to use that equipment for work purpos-
es.8

Employers that permit employees to use electronic communi-
cation systems, including e-mail, smartphones, instant messaging
systems, or other means to communicate with one another (per-
haps even blogging during work hours) must be careful to imple-
ment policies that prevent abuses and prohibit excess personal use,
but do not unreasonably interfere with protected activity.

Sarbanes-Oxley Act and State Whistleblower Laws

In 2002, the U.S. Congress passed the Sarbanes-Oxley Act
(SOX).> SOX contains important protections for employees of
publicly traded companies who are discriminated against in retali-
ation for reporting corporate fraud or accounting abuses.®® SOX
protects internal whistleblowers who provide information regard-
ing mail fraud, wire fraud, bank fraud, or securities fraud to a per-
son of supervisory authority or a person who has the authority to
investigate such conduct.®! Employers are prohibited from taking
actions against such employees that are likely to stifle the behavior
Congress intended to encourage.®?

Additionally, the legislatures of seventeen states have enacted
statutes designed to protect employees in the private sector who
participate in whistleblowing.®® Many of these states have substan-
tially similar provisions defining the types of activities protected.
The most common protected activities are: (1) disclosing certain
information to employers and/or public entities; (2) appearing be-
fore public bodies or courts of hearings or inquires; and (3) refusing
to obey directives.**

It is not uncommon for employees to use e-mail or blogs to
voice concerns or complaints about their employment conditions.
If such e-mails or blog postings raise issues related to company
fraud, accounting abuses, or matters of public policy, the employee’s
e-activity may be protected by state or federal laws related to
whistleblowers. In such situations, the employer should be careful
about making employment decisions based solely on the content
of the employee’s e-mails or blog postings.

Common Law Wrongful Discharge

Concurrently with the enactment of whistleblower protection
laws by state legislatures, the judiciaries of forty-five jurisdictions
in the United States have recognized common law protections for
employees who allege their employment was wrongfully terminat-
ed in retaliation of conduct in furtherance of public policy.®> Al-
though the elements necessary to prove a claim for wrongful dis-
charge vary from state to state, generally, public policy prohibits
discharge of employees in three circumstances: (1) where an em-
ployee was discharged for refusing to commit an illegal act; (2)
where an employee was discharged for exercising a statutory right;
or (3) where an employee was discharged for carrying out an im-
portant civic duty.®®

Employers should consider the laws in their states regarding
wrongful discharge before disciplining or terminating an employee
due to the content of an employee’s blog or other electronic speech.
The content of the speech may be in furtherance of state-recog-
nized public policy and afford the employee protection under state
law by asserting a claim for wrongful discharge.
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Conclusion

Given the amount and variety of risk of liability to employers
associated with employees’ electronic activities, employers are be-
coming more vigilant in monitoring such activities. Also, the tech-
nology associated with employee monitoring continues to increase
in sophistication at a rate parallel to technology regarding commu-
nication systems. The decision to monitor employee e-activities has
its own risks. To appropriately advise both employers and employ-
ees, attorneys should know and understand the laws governing em-
ployee privacy and speech, as well as how these laws are applied to
the ever-evolving intersection of the workplace and the Internet.
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